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Executive Summary

North Korean overseas forced labor is both a proliferation finance and a human rights issue. The Kim regime
sends citizens to work abroad under heavy surveillance, confiscates their wages, and uses the funds to support
a nuclear program and domestic economy dependent on foreign currency. Previous research on the topic
has relied heavily on anecdotal reporting and focused principally on either human rights abuses or workers
in low-skilled occupations. Few reports have considered high-skilled labor in the context of North Korea’s
labor export program, and while some investigations have connected individual labor operations to North
Korea’s broader illicit portfolio, no previous studies have attempted to do so at scale across multiple industries
and jurisdictions. This report extends our proven methodologies for tracking North Korea’s proliferation
networks to the financial relationships of people and companies that facilitate its labor export program. In
doing so, we leverage corporate registry documents, official labor statistics, tax filings, and trade records to
demonstrate how DPRK overseas labor operations fit within North Korea's broader proliferation finance
system. This approach informs three key findings:

First, many companies and individuals that employ North Korean workers are linked to activities that
violate United Nations Security Council Resolutions. For example, our analysis found companies that
employ North Korean workers registered as active joint ventures and cooperative entities, provided banking
services to DPRK nationals, and hired North Koreans to work on sensitive defense technologies including
facial recognition software, insulated nanoceramics, and armor for military vehicles. North Koreans also work
openly at local subsidiaries of companies sanctioned by both the United States and the United Nations for
supporting North Korea’s missile program. Law enforcement can thus wield a wide range of legal instruments
to drive action against commercial networks that exploit North Korean workers.

Second, firms that employ North Korean workers exhibit similar operational patterns across jurisdictions.
In Russia, we map ultimate beneficial ownership and subsidiaries for all 691 people, companies, and
organizations that the Russian Ministry of Labor approved to hire North Koreans between 2015 and 2018.
Russian companies approved to hire North Korean workers exhibit decentralized corporate ownership
structures but use common names and co-locate at a limited number of physical locations. We also identify
125 suspected North Korean restaurants around the world, more than two-thirds of which are in China.
We find that, as in Russia, North Korean restaurants in China use common names and co-locate with other
companies involved in an array of illicit commercial activities on behalf of the Kim regime. By examining
labor operations at scale, this report offers robust empirical details about the modus operandi of firms that
employ DPRK workers, which can empower law enforcement and civil regulators to enhance activities-based
screening procedures for yet unidentified companies.

Third, despite trade restrictions, products of North Korean overseas labor—including advanced software
and defense technology—continue to penetrate Western supply chains. North Korean forced laborers work
overseas in sensitive industries that engage with research institutions, law enforcement bodies, and defense
contractors in the United States and Europe. North Korea’s overseas workers have also used false identities
and local intermediaries to sell sophisticated software products through online freelance marketplaces. North
Korea continues to access critical technologies through its high-skilled overseas workers, who reportedly work
in the same draconian conditions as their counterparts in low-skilled occupations.

While the Countering America’s Adversaries Through Sanctions Act establishes mandatory sanctions on
people and companies that employ North Korean workers, the Kim regime continues to dispatch citizens
abroad to work in forced labor conditions. In doing so, it continues to flout international sanctions to generate
foreign currency, acquire sensitive technologies, and access the international financial and trade systems. As
this report demonstrates, open source network analysis can support law enforcement and civil regulators to
locate North Korea’s overseas operations, identify networks of particularly high risk, and drive action against
an ongoing proliferation finance stream predicated on the exploitation of workers.
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Methodology

This report illustrates the effectiveness of using open source data to map and expose North Korea’s overseas
labor networks. Throughout our research, we have relied on official documentation like corporate registry
filings and tax forms for which the source and credibility can be clearly established.

We began our investigation by creating datasets of companies that employ North Korean laborers around the
world. We first collected and structured publicly reported information on instances of DPRK overseas labor
from UN Panel of Experts reports, Russian Ministry of Labor documents, and Chinese social media posts. We
then expanded our dataset by adding companies identified in Russian, Chinese, Arabic, Japanese, Spanish,
Vietnamese, German, Korean, and English reporting. When possible, we worked with local journalists to
collect additional evidence of ongoing DPRK labor activity. We later prioritized leads for targeted investigation
by assessing their evidentiary strength, proximity to North Korea’s broader illicit operations, and potential to
elicit action upon discovery.

We focused our research on Russia and China, where as many as 80% of North Korea’s overseas laborers
reportedly work.! For all 691 entities that the Russian Ministry of Labor approved to hire North Korean
workers between 2015 and 2018, we mapped ultimate beneficial ownership and subsidiary holdings using
documents from the Russian business registry in order to identify clustered network activity within the
broader system.! We structured our findings in Palantir Gotham, a network analysis platform, which we used
to understand system trends and select targets for focused investigation. For companies of particular interest,
we accessed records from corporate, tax, property, maritime, and trade databases to map corporate holdings
and business activities more broadly. We then repeated a similar process for North Korean restaurants
globally. From unofficial customer review pages and social media profiles, we identified 125 restaurants in 14
countries, nearly two-thirds of which were in located in China. While China reportedly first began large-scale
labor imports from North Korea in 2012, DPRK restaurants have operated legally in China for decades and
as a result often extend from key legacy networks involved in broader commercial operations on behalf of
the Kim regime. To our knowledge, this report represents the first systematic look at North Korea’s overseas
restaurants within the proliferation finance context.

Finally, we conducted targeted investigations on networks of interest. In all relevant jurisdictions, we used
corporate registries, court filings, trade data, national gazettes, local reporting, and other data sources to map
network activity and identify connections to global systems of finance, trade, and logistics. Wherever possible,
we prioritized investigation into unsanctioned companies that are associated with sanctioned entities, which
could represent key nodes in the adaptation and continued operation of North Korea’s proliferation or illicit
finance networks.

The report’s methodology has several limitations. First, the policy environment surrounding North Korean
overseas labor changed dramatically over the research period, and as a result, we could not always know with
complete certainty whether or not a reported instance of DPRK labor was ongoing." Second, transaction-level
data seldom exists to confirm suspected illicit activity. Third, while C4ADS uses official corporate records and
commercial credit reports to verify corporate holdings and commercial relationships, this information only
represents a snapshot of corporate activity at a given time: records may not be updated regularly, may not be
consistent or wholly accurate, and may not have the same standards of reporting across jurisdictions, among

i From 2015 to 2018, the Russian Ministry of Labor released several updated datasets of the companies to which it granted
foreign worker authorizations. This report bases its analysis on the last version published each year. Documents available upon
request.

ii We argue that even if a reported instance of North Korean overseas labor is no longer active, investigation into corporate
and financial networks may still help law enforcement and civil regulators to understand the system’s modus operandi.
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other limitations. Public records also do not reveal all details of operations of a company or relationships
between entities. C4ADS therefore limits its analytical conclusions to those supported directly by underlying
documentation within the limitations of those documents.

Unless explicitly stated, the mention of an individual, company, organization, or other entity in this report does not

necessarily imply the violation of any law or international agreement and should not be construed to so imply.
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Introduction

North Korean overseas labor has long been legal in most jurisdictions around the world. For decades, the
North Korean regime has dispatched workers across East and Southeast Asia, the Middle East, Africa, Latin
America, Europe, and even—according to some reports—North America.? The US Mission to the United
Nations estimates that as much as 80% of North Korea’s overseas workforce is located in China and Russia.!
While figures for overall revenue are highly disputed, some estimates suggest that North Korean laborers
may generate as much as $1.2 to $2.3 billion USD per year for the Kim regime, which—if true—would be
equivalent to as much as 93% of North Korea’s total exports in 2016.1 > While North Korea's labor export
program has long constituted an important revenue stream for the regime, it has garnered extensive media
attention and research interest almost exclusively because of reported human rights violations at worksites
around the world.

Global Estimates for North Korean Overseas Labor

XY -
100,000

North Korean

$1.2-2.3 billio

-]

nue gene e! annually
- US Mission to the United Nations  ~ /'

Interviews with defectors suggest that most worksites exhibit features characteristic of forced labor. Laborers
work 12- to 16-hour days under the constant surveillance of state security officers, who grant workers one
or two days of rest per month.* Employers send earnings directly to so-called “handlers,” who confiscate as
much as 70 to 90% of wages before passing the remainder to the workers." Workers typically live in decrepit
housing and are severely restricted in their ability to travel—in some cases even forbidden from leaving the
immediate worksite.” Men typically fill construction, logging, and other manual labor jobs while women work
in restaurants, textile mills, and food processing plants.’ North Korean laborers are most often married with at
least one child.® Most also have good songbun—a form of social status—that indicates loyalty to the regime and
therefore a lower risk of defection, which in some cases is punishable by death.” High-skilled workers in the

i Analysis and reporting varies greatly in its estimates for the number and location of DPRK workers abroad. For discussion
on the topic, see section entitled “Global Analysis.” The cited figure from the US Mission to the United Nations appears in FACT
SHEET: UN Security Council Resolution 2397 on North Korea. (2017, December 22). UN Security Council. Retrieved from: usun.
state.gov/remarks/8238

i This estimate appears in Situation of human rights in the Democratic People’s Republic of Korea. (2015, September
8). United Nations General Assembly. Retrieved from: http://www.un.org/ga/search/view_doc.asp’symbol=A/70/362. Archived
at https://perma.cc/PLQ5-WC8X. But some analysts have argued that the figure is too high. For one such example, see Noland,
M. (2015, June 1). Organized Exports of Labor: Welcome to the Echo Chamber. Peterson Institute for International Economics.
Retrieved  from:  https://piie.com/blogs/north-korea-witness-transformation/organized-exports-labor-welcome-echo-chamber.
Archived at https://perma.cc/8RF6-5H4Q.

iii It is important to note that these wages are still more than those earned by North Korean workers domestically, which
raises important ethical questions for policymakers in targeting labor networks through law enforcement action. This ethical
discussion is beyond the scope of this paper.

iv In many reported cases, handlers have withheld the passports and employment contracts of workers in low-skilled
occupations. These conditions are typically described for low-skilled workers. Research and reporting contain little information on
how conditions or working arrangements might differ for those working in higher-skilled occupations like doctors and programmers.
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IT industry are reportedly assigned income quotas, which they reach by selling online products and services
as benign as videogame characters and as sensitive as facial recognition software.® While arrangements may
vary by industry, the purpose of North Korea’s labor program is the same across jurisdictions: to generate
revenue for the Kim regime.

North Korean overseas labor is tightly regulated by provisions in several United il Gamaiens e

Nations Security Council Resolutions (UNSCRs), which are mandatory on all North Korean Overseas
UN member states."" Adopted on August 5, 2017, UNSCR 2371 (2017) required Laborers

that member states not exceed the number of North Korean workers in their

jurisdiction on the date of passage, effectively placing a cap on the number 55,15,‘,{? illed 3
of DPRK workers permitted abroad.” Weeks later, on September 11, UNSCR K\ .
2375 (2017) further forbade member states from authorizing new employment
contracts for North Korean workers.® And on December 22, UNSCR 2397
(2017) compelled member states to repatriate all DPRK workers within two 70.90 %
years.!! Therefore, as of this writing, any North Korean laborer who works of wag d By handlers
abroad on a contract signed before September 11, 2017 can continue to do so
until December 22, 2019 without violating UN sanctions pertaining to work »
authorizations."t 12-16

hour workdays

But in addition to restrictions aimed explicitly at North Korea’s overseas labor

operations, several provisions contained in other UNSCRs impose prohibitions decrep"t
relevant to North Korea's captive overseas workforce. UNSCR 2094 (2013) housing
requires states to conduct “enhanced monitoring” to prevent the provision of ‘

financial services which could contribute to the DPRK’s nuclear or ballistic restricted
missile programs.!? UNSCR 2094 (2013) also prohibits bulk cash shipments to =N

travel

and from North Korea. UNSCR 2270 (2016) further directs member states to ‘ @ ’

prohibit North Korean nationals from receiving training which might contribute s

to the development of the DPRK’s nuclear and ballistic missile programs and

prohibits DPRK entities from providing services like storing and sending money men o
that are commensurate to those offered by banks.”* Additionally, UNSCR 2270 construction, logging, &

manual labor

(2016) directs member states to expel all foreign nationals (including DPRK
citizens) who are determined to be working on behalf of a designated entity or o women

. .. . . . . « . restaurants, textile mills, & food
otherwise assisting in sanctions evasion. Finally, UNSCR 2375 (2017) “prohibits /0 Cnc™ anes

v As described in July 23, 2018 guidance by the US Departments of Treasury, State, and Homeland Security, “there are
two primary groups of North Korean laborers earning income [outside of North Korea]: (1) North Korean overseas laborers whose
primary work is organized, managed, and overseen by, and produces revenue for, the North Korean government; and (2) North
Koreans who have fled North Korea, including refugees and asylum seekers who live and work outside of North Korea and are
earning income to sustain themselves in a personal capacity.” This report focuses exclusively on cases that demonstrate a number of
indicators consistent with the North Korean government’s forced labor program. For the remainder of the report, unless explicitly
stated, any further mention of North Korean overseas labor refers to that which is coordinated and managed by the North Korean
government. To read guidance on the topic from the US Departments of Treasury, State, and Homeland Security, see https:/www.
state.gov/documents/organization/284481.pdf. Archived at https://perma.cc/E9OTQ-TT2U.

vi Paragraph 18 of UN Security Council Resolution 2375 (2017) “prohibits the opening, maintenance, and operation of
all joint ventures or cooperative entities, new and existing, with DPRK entities or individuals” and provides that all such existing
ventures must have closed by January 9, 2018. While observers have long understood the ban on joint ventures, many have ignored
the verbiage of “cooperative entity,” which has not been clearly defined in previous statutes or UN provisions. There may be a
colorable legal argument that any company employing a North Korean national constitutes a cooperative entity with the DPRK and
therefore violates the sanctions provision.

vii Our research finds that North Korean overseas labor operations often exhibit behaviors that violate several other UN
provisions. For a reference for these provisions, see Table 1.
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the opening, maintenance, and operation of all joint ventures or cooperative entities, new and existing, with
DPRK entities or individuals” by January 9, 2018.

United States domestic law also creates a strong compliance and reputational risk for companies that exploit
North Korean forced laborers in their operations. For example, the Countering America’s Adversaries
Through Sanctions Act (CAATSA), passed August 2, 2017, creates a number of mandatory sanctions that
could apply to people and companies involved in North Korean forced labor. First, CAATSA requires that
the President sanction any entity determined by the Secretary of State to knowingly employ North Korean
laborers."t Second, CAATSA establishes mandatory sanctions for people or companies that commit, facilitate,
or support "serious human rights abuses" in the territory of the Russian Federation, which hosts a significant
portion of North Korea’s overseas forced labor workforce.

CAATSA also creates significant penalties for companies that import products of North Korean labor into
the United States. Section 321(b) of CAATSA establishes the “rebuttable presumption” that North Korean
labor is forced labor and therefore bars goods and services produced by North Korean workers from entry
into the United States under the Tariff Act of 1930.* If such goods do enter the country through US ports,
they are subject to seizure, forfeiture, and detention, and related entities may be subject to civil or criminal
penalties.” Section 311(a) of CAATSA further amends section 104(a) of the North Korea Sanctions and
Policy Enhancement Act of 2016 (NKSPEA) to require, with certain exceptions, that the president block any
transaction by a person who “knowingly, directly or indirectlyl...Jimports, exports, or reexports to or from
North Korea any defense article or defense service or engages in certain other North Korea-related activities.”'®
Beyond CAATSA, the US government has a number of other legal instruments it can wield against networks
involved in North Korean overseas labor operations, as detailed in Table 1.

Nevertheless, media reporting suggests that DPRK labor continues to remain active in Russia and China,
where regional economies rely in part on access to cheap labor from North Korea to counterbalance waning
local labor supplies. Some Russian officials have expressed hope that repatriation, as required by UN
resolution, will no longer be mandatory by December 2019, the current deadline.”” And in July 2018, Russian
President Vladimir Putin reportedly ordered the Russian Ministry of Labor to extend labor permits for
3,200 DPRK nationals through December 22, 2019, which may constitute a UN sanctions violation.'® While
officials in China have seldom spoken publicly about North Korean labor, Radio Free Asia reported in April
2018 that DPRK workers were returning across the border into China.'” And on June 20, 2018, the Taiwanese
outlet China Times reported that previously closed garment factories in Liaoning had resumed operation with
new North Korean workers.?°

viii See CAATSA § 321 (22 U.S.C. § 9241b), which modified the North Korea Sanctions and Policy Enhancement Act of 2016
(22 U.S.C. 9241 et seq.). The amendments provide that, barring exceptions, “the President shall designate any person identified
under section 302(b)(3)” of the NKSPEA, which requires the Secretary of State to submit a report listing foreign persons that
knowingly employ North Korean laborers, “for the imposition of sanctions.”

ix See CAATSA § 228 amends Section 11 of the Support for the Sovereignty, Integrity, Democracy, and Economic Stability of
Ukraine Act of 2014 (22 U.S.C. 8901 et seq.) to require that the President sanction any foreign person that the President determines,
based on credible information, “is responsible for, complicit in, or responsible for ordering, controlling, or otherwise directing, the
commission of serious human rights abuses in any territory forcibly occupied or otherwise controlled by the Government of the
Russian Federation” or that “materially assists, sponsors, or provides financial, material, or technological support for, or goods or
services” to such person on or after August 2, 2017.
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Legal Provision Year Effect

UNSCR 2094 2013 e Requires member states to conduct “enhanced monitoring” to prevent the
provision of financial services which could contribute to the DPRK’s nuclear
or ballistic missile programs

e Prohibits bulk cash shipments to and from the DPRK

UNSCR 2270 2016 e Directs member states to prohibit North Korean nationals from receiving
training which might contribute to the development of the DPRK’s nuclear
and ballistic missile programs

e Direct member states to expel all foreign nationals (including DPRK citizens)
who are determined to be working on behalf of a designated entity or otherwise
assisting in sanctions evasion

UNSCR 2321 2016 e Prohibits DPRK entities from providing banking services
US Executive Order 2016 e Blocks the property of any person who engaged in, facilitated, or was otherwise
13722 responsible for human rights abuses by DPRK
¢ Blocks the property of anyone involved in exporting DPRK labor abroad
US Executive Order 2017 e Blocks the property of any DPRK person or entity who is “engaged in
13810 commercial activity that generates revenue for the Kim regime or the Workers
Party”
UNSCR 2371 2017 e Places a cap on the number of DPRK workers permitted abroad
UNSCR 2375 2017 e Forbids member states from authorizing new employment contracts for North

Korean workers

e Prohibits the opening, maintenance, and operation of joint ventures or
cooperative entities between member states and DPRK entities and individuals

UNSCR 2397 2017 e Compels member states to repatriate all DPRK workers within two years
Countering America's 2017 *  Requires that the President sanction any entity determined by the Secretary of
Adversaries Through State to knowingly employ North Korean laborers

Sanctions Act (CAATSA) .

Establishes mandatory sanctions for people or companies that commit,
facilitate, or support human rights abuses in territory controlled by Russia

e Creates significant penalties for US companies that import products of North
Korean labor

e Establishes a rebuttable presumption that North Korean labor is forced labor

e Requires that the President block any transaction by a person who “knowingly,
directly or indirectly [...] imports, exports, or reexports to or from North Korea
any defense article or defense service or engages in certain other North Korea-
related activities”

Table |. Legal Provisions Relevant to DPRK Overseas Labor Operations

To date, reporting has acknowledged that DPRK overseas labor generates revenue for the Kim regime, but few
studies have demonstrated the breadth of convergence across industries and jurisdictions of overseas labor
networks and North Korea’s broader illicit portfolio. That North Korea’s overseas labor program constitutes
both a proliferation finance and a forced labor issue should compel law enforcement, private industry, and civil
regulators to look broadly at available authorities allowing them to take action. This report demonstrates that
open source network analysis is an effective tool for mapping labor operations, and offers several typologies
to inform future investigations and policy responses.

10
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Global Analysis

By the Numbers

Estimates vary greatly on both the aggregate number of North Korean workers abroad and the revenue they
generate.! This variance exists because few countries report the number of North Korean workers they host,
and as such, researchers have been forced to speculate based on entry and exit data, tourism statistics, and

news reports combined with local wage information.

In April 2018, the US Department of State estimated that there were as many as 100,000 North Korean
workers abroad, a figure identical to that cited by the US Mission to the United Nations in September 2017.2!
22 But previous estimates have differed significantly. In September 2015, for example, the United Nations
Special Rapporteur on North Korean Human Rights cited a 2012 report to estimate that North Korea had
dispatched abroad approximately 50,000 workers to earn between $1.2 and $2.3 billion USD per year for the
Kim regime, figures that have been both reproduced and disputed in writing on the topic since.?* In 2012,
South Korean media cited an official at the Shenyang office of the Korea-Trade Investment Promotion Agency
to state that China had agreed to host 120,000 North Korean workers—more than some other estimates for

North Korea’s entire overseas workforce.'

Year Source Organization Estimate of DPRK
Workers Overseas
2012 The Conditions of the North Korean | International Network for the Human Rights 60,000-65,000
Overseas Labor of NK Overseas Labor (INHL)
2014 Beyond the UN COI Report: Asan Institute for Policy Studies 52,300-53,100
On Human Rights in DPRK
055 | =8 shelsat sE oA SetelAg R 49,000+
(Human Rights and North Korea's (Database Center for North Korean Human
Opverseas Laborers: Dilemmas and Policy Rights)
Challenges)
2016 S5ito 23t Sstol AT e 49,000+
(North Korea Outside the North Korean | (Database Center for North Korean Human
State) Rights)
2017 Democratic People’s Republic of Korea: US Department of State 100,000
2017 Human Rights Report
2017 S5t o2l SKE HEf ¢ SLATH 113,700-147,600
(Condition of North Korean Overseas (KINU: Korea Institute for National
Laborers) Unification)

Table 2. Sample Estimates of the Number of DPRK Overseas Workers?*

i There are many reasons why it is difficult to make an accurate estimate for the number of North Korean workers abroad.
Given the political sensitivities of North Korean labor, few governments provide public information about the number of visas or
work authorizations that they provide to North Korean workers. Historically, researchers have attempted to extrapolate figures
based on news reports, corporate statements, and publicly reported entry and exit data, among other sources.

ii The article states that 120,000 North Korean workers would be sent to Dandong, Tumen, and Hunchun and earn between
$200 and $300 USD per month. It also notes that laborers would work in industries including textiles, food processing, and
information technology. See Kyung-hwa, S. (2012, September 13). China adjusts to influx of cheap North Korean labor. Hankyoreh.
Retrieved from: http://english.hani.co.kr/arti/english_edition/e_northkorea/551521.html. Archived at https://perma.cc/N5D9-
GRFH.

11
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While there exists no conclusive assessment of either the aggregate number of North Koreans working overseas
or their total earnings, experts have produced a wide range of estimates, some of which are summarized in

Table 2.

By Geography

North Korea reportedly first sent laborers to the Soviet Union in the 1940s.2 According to the Database
Center for North Korean Human Rights, it then expanded its overseas labor force into Africa in the 1970s,
Europe and the Middle East in the 1990s, and finally China, Southeast Asia, and Mongolia much later.?® ¥
Within the last decade, news media have reported North Korean laborers on nearly every continent working
in most industries. For example, North Korean workers reportedly built World Cup stadiums in both Qatar?’

and Russia®®

; assembled ships for Dutch companies and NATO forces in Poland?; provided medical services
in Mongolia®® and Tanzania®; caught shrimp in Mozambique and sold their catch to China via South Africa®?;

and fished on boats in Fiji, Uruguay, and Peru.*

North Korean Overseas Labor

.

countries that have reportedly
hosted North Korean laborers

countries that allegedly host
80% of North Korea’s
overseas laborers

As with figures for the number of workers, estimates for the countries that have hosted North Korean laborers
vary widely—from as few as 16 to as many as 60.¥ Variance exists because research has relied heavily on news

iii Portions of this table first appeared in Korean in a report by the Korea Development Institute. See Choi, Y. (February
2017). 88l = SAIEHEHEAH|0|H S A S £ [Current Situation of Overseas North Korean Laborers: Focusing on Statistics Datal.
KDI Review of the North Korean Economy. Retrieved from: https://www.kdi.re.kr/kdi_eng/research/research_view.jsp’pub_
no=15116&pg=2&tema=G0&pp=10

iv Our analysis finds North Korean restaurants that were registered in China in the 1990s. However, several other reports
suggest that large-scale North Korean labor imports to China for work in other industries did not begin until 2012. For more
information, see section entitled “Sectoral Analysis: Restaurants in China.”

v Our open source research identified reporting of instances of DPRK labor in 60 countries in news media, government

12



Dispatched

reports, defector interviews, and publicly available government statistics, which vary in accuracy and reliability.
Beyond its neighbors, North Korea has dispatched workers to distant countries with weaker political ties,
which may in part be explained by economic incentives. For example, the International Labor Organization
states that forced labor victims in developed economies earn approximately $34,800 USD per worker
compared to $15,000 USD in the Middle East, $5,000 USD in the Asia-Pacific region, and $3,900 USD in
Africa” Theoretically, then, one shipbuilder in Poland can earn as much as nearly nine construction workers
in Namibia or seven textile workers in Cambodia.

Internet activity also indicates that North Koreans maintain an active physical and virtual presence in a
number of foreign countries not otherwise known to host North Korean laborers. Data on Internet usage
show that, between April and July 2017, North Koreans accessed the Internet from India, Malaysia, New
Zealand, Nepal, Kenya, Mozambique, and Indonesia.** While Internet activity alone cannot determine the
conditions under which the users operated, North Korea’s overseas IT workers reportedly face many of the
same living and working conditions as their counterparts in low-skilled occupations: they allegedly work 15-
hour days, are supervised by handlers and DPRK state police, receive less than 10% of generated income,
attend regular ideological indoctrination seminars, and face death as punishment for defection.” North
Korea’s programmers each reportedly generate as much as $100,000 USD per year from a range of web-
based products and services including cryptocurrency mining, video game bots, cell phone apps, sensitive
technologies, and criminal hacking operations.

Labor Hotspots: Russia and China

Russia and China are the two primary destinations for North Korean workers sent overseas in part because of
structural macroeconomic conditions and geographic proximity. Publicly stated figures by both the Russian
Ambassador to the DPRK and the United States Mission to the UN suggest that there are approximately
30,000 DPRK nationals working in Russia.’” ¥ While the Chinese government does not release official
figures for the number of North Korean laborers within China, several organizations have offered estimates
based on news reports and other publicly reported statistics, with some placing the figure as high as 94,200
North Korean workers in China in 2015.% %

Russia has reportedly hosted DPRK workers longer than any other country, the first of whom worked
primarily in timber jobs in Siberia.*® Today, however, North Korean workers are distributed across Russia
in occupations spanning a range of industries, of which timber represents only a small proportion." There
exists a strong economic incentive for the Russian government to import North Korean workers. Russia has
experienced labor shortages since the 1990s, especially in the Far East, where over one-sixth of the population

reports, expert testimonies, and other publicly available sources. It is possible that many countries previously reported to host North
Korean laborers no longer do. Information available upon request.

vi This argument first appears in Leiden University’s Asia Centre in Breuker, R. (2016). Slaves to the System: Researching
North Korean Forced Labor in the EU. Page 94. Retrieved from: https://www.universiteitleiden.nl/en/research/research-
projects/humanities/slaves-to-the-system-researching-north-korean-forced-labor-in-the-euttp://slavestothesystem.eu/wp-content/
uploads/2016/07/North-Korean-Forced-Labour-in-the-EU-the-Polish-Case.pdf. Archived at https://perma.cc/ETCK-MEA7. For
ILO statistics, see Profits and Poverty: The Economics of Forced Labour. ILO. Retrieved from: http://www.ilo.org/global/topics/
forced-labour/publications/profits-of-forced-labour-2014/lang--en/index.htm. Archived at https://perma.cc/ TER3-7JPQ.

vii On October 4, 2017, Russian President Vladimir Putin reportedly stated that approximately 40,000 North Korean citizens
were working in Russia. See Stubbs, J. and Golubkova, K. (2017, October 4). “Putin says military strike against North Korea not
sure to succeed.” Retrieved from: https://ca.reuters.com/article/topNews/idCAKBN1C91PS-OCATP. Archived at https://perma.
cc/6UAZ-6XQD.

viii We estimate this proportion based on foreign worker authorizations that the Russian Ministry of Labor granted to Russian
companies, organizations, and individuals between 2015 and 2018, which include specific occupations. For more information, see
section entitled “Country Analysis: Russia.”
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has relocated to other regions since 1989.* Some government officials in the Far East have publicly committed
to keeping DPRK laborers as long as their contracts are valid, and on July 22, 2018, Russian media reported
that President Vladimir Putin ordered the Russian Ministry of Labor to extend work permits for 3,200 DPRK

nationals through December 22, 2019 in an apparent violation of UN sanctions.* 4

Unlike Russia, China has only recently begun to pursue bilateral agreements for importing North Korean
labor at scale. While North Koreans have legally opened restaurants and hotels in China since the 1990s, the
first large-scale influx of North Korean labor began in 2012, when China agreed to accept 40,000 workers
in Chinese cities on industrial training visas.** Research and reporting suggest that North Korean workers
in China are concentrated along the China-DPRK border, where DPRK labor imports help to advance both
political and economic objectives. For example, at least one Chinese analyst has attributed an increase in
labor exports to Chinese border cities to complementary labor market forces on either side of the border.™
Chinese regional development targets require more labor than is available domestically, and North Korea’s
sluggish economy cannot provide enough jobs for its workers.¥ Indeed, statistics from China’s National
Tourism Administration show that the number of North Korean women entering China more than tripled
from 2010 to 2013, which some analysts suggest correlates with media reports of expanded female-only labor
imports into export industry services in Chinese border cities.** Others have described DPRK labor imports
in terms of broader national strategic objectives. In September 2017, for example, the Dandong municipal
government wrote that its strategy of using cheap North Korean labor to attract investment in textiles is a
way for the city both to support the One Belt One Road initiative and to lessen the impact of international
sanctions on North Korea.*

For a time, both Russia and China appeared to be expelling North Korean workers well before UN deadlines,
but more recent reporting suggests that North Korea may have again begun to dispatch labor to both countries.
For example, while the Russian Ministry of Labor reported no foreign worker authorizations for North
Koreans in January 2018, it announced 806 such authorizations when it released a new list of foreign worker
permits on July 5. Similar trends have emerged in China. While many English- and Chinese-language news
reports described shuttered factories and restaurants in Chinese border towns following new UN sanctions in
the fall of 2017, Radio Free Asia reported in April 2018 that DPRK workers were returning across the border
in an apparent violation of UN sanctions.* *® It appears, then, that just as in Russia, structural conditions in
China create strong incentives to continue using North Korean labor, and in both jurisdictions, the evidence
suggests that labor operations will continue unless international law is more forcefully applied.

ix Internal translation: “Plans for large-scale DPRK labor imports in Yanbian and other places come from the resonance of
drives for economic development impulses by officials in Jilin province’s border trade cities and North Korea’s limited liberalization.”
Original text: “ZE 122 M 45 L Y RS RAEE ST TN THRI, I8 18 75 PRAA 14 ST B DA B 2o 2 e Sl R s 7 A L B P 4R35
FR3Eng,
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Hiring Process for Chinese Companies

_— g

Labor and Foreign Affairs
Employment Office Office
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Enter discussions with Acquire labor contract Submit application for
local labor dispatching from North Korean foreign worker Local Public  Foreign Trade
agents intermediary authorizations Security Bureau  Office

organization

>~

Submit final application
to provincial
authorities

Begin employment

Source: Hua, M. L. (2017, September 17). S 4FAIZLsHR . 1834 A [The Best Slave: Hire a North Korean Worker]. Dunjiaodu. Retrieved from: http://www.dunjiaodu.com/qizhouzhi/2017-09-17/1840.html

Hiring Process for Russian Companies
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Submit request to Receive hiring permit from
National Labor Office Federal Immigration Office

Begin employment

Foreign '
Employee } ~ 4

Submit visa application Receive visa from representative
to municipal office administrative organization

Source: Conditions of Labor and Human Rights: North Korean Overseas Laborers in Russia. (2016). Database Center for North Korean Human Rights. Pages 117-127.
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Country Analysis: Russia

To date, most analysis and reporting of DPRK labor in Russia has relied heavily on defector interviews. For
example, in its 2016 book Conditions of Labor and Human Rights: North Korean Querseas Laborers in Russia, the
Database Center for North Korean Human Rights conducted extensive defector interviews to describe the
relationships between Russian authorities, Russian companies, dispatching agents, and local North Korean
companies in Russia’s timber and construction industries.’! Indeed, such research has provided a remarkably
detailed understanding of the mechanisms through which DPRK laborers are dispatched to Russia. However,
because defector testimony is inherently retrospective and bound to recollection of an individual experience,
additional analysis is required to understand DPRK overseas labor on a systems level.

The following section applies our open source investigative methodologies and network analysis framework
to the companies, organizations, and individuals authorized to hire North Korean workers in Russia. We
base our analysis on a dataset of official, publicly reported foreign worker authorization approvals from the
Russian Ministry of Labor.! The dataset includes not only corporate identifiers like name, tax identification
number, and address but also specific details about worker authorizations like occupation, reported wages,
and—since 2015—nationality. By exploring connections between all entities legally approved to hire North
Korean workers from 2015 to 2018, we can—with only a few exceptions—map the entire possible system of legal
North Korean labor in Russia, the country where North Koreans have worked overseas longest.”” In doing so,
we conduct the first system-level analysis of the companies and corporate networks across a key destination
jurisdiction for North Korea’s labor export program.

The dataset has several limitations. First, while the Ministry of Labor annually publishes the number of
approved foreign worker authorizations, it does not report the final number of workers that the firms actually
hire. Thus, it is possible that firms in the dataset hired no North Korean workers. Second, the dataset does
not show how many North Koreans were either already working in Russia or working there illegally, which

i iii

prevents a conclusive calculation for the total number of workers in the country.’ " Third, some local laws

create exemptions for foreigners to work without formal authorizations, and thus a portion of North Korean

workers may not be captured within the dataset.>

Worker Authorization Trends

Official foreign worker authorization records indicate that between 2015 and 2018, the Russian Ministry of
Labor approved 691 legal entities—including 24 individuals—to hire a total of 150,293 North Korean workers.
Employers licensed to hire North Koreans span 159 different sectors and hired workers for 334 unique job
roles.” The Russian Ministry of Labor approved a full 27,394 authorizations (18%) for North Koreans to work
as bricklayers, the most of any one occupation in the dataset.’* North Koreans were also authorized for high-

i From 2015 to 2018, the Russian Ministry of Labor released several updated datasets of the companies to which it granted
foreign worker authorizations. This report bases its analysis on the last version published each year.

i This is a particularly noteworthy limitation, as our analysis found several instances in which North Koreans were employed
illegally at firms which had received authorization to hire North Koreans legally.

iii News articles have reported instances of DPRK laborers working on both three- and five-year fixed term contracts. For
some examples, see Pleitgen, F., Mortensen, A., & Ilyushina, M. (2017, September 12). N. Korean workers in Russia fear sanctions
will send them home. CNN. Retrieved from: https://www.cnn.com/2017/09/12/asia/north-korea-sanctions-russia-vladivostok/
index.html. Archived at https://perma.cc/R62R3WFV; Kim, J., Kim, M. S., & Ponnudurai, P. (2014, April 25). North Korea Steps
Up Export of Workers to Russia to Boost Foreign Exchange. Radio Free Asia. Retrieved from: https://www.rfa.org/english/news/
korea/russia-04252014134953.html. Archived at https://perma.cc/TD8Y-YSTK.

iv The Russian Ministry of Labor provides an industry code for each company (xkox mo OKB3/I) and a job code (Kox
npodeccuu 1mo OKII/TP) for the specific occupation associated with a given foreign worker authorization. The dataset contains
334 unique job codes but 343 unique job titles.
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skilled roles in engineering and management. Reported monthly salaries for North Korean workers ranged
from P8,500 RUB (approximately $135 USD)" to 170,000 RUB ($2,706 USD) with an average of P18,928.38
RUB ($301 USD) per worker, approximately half of the International Labor Organization’s estimate for
Russia’s average monthly income in 2016."

More than half of legal entities within the dataset received authorization to hire North Koreans in multiple
years. Eleven companies (2%) received authorization to employ North Korean workers every year from 2015 to
2018. A full 259 legal entities (37%) received foreign worker authorizations for North Koreans each year from
2015 to 2017, and an additional 141 entities (20%) received foreign worker authorizations for North Koreans
in two of those years. The dataset indicates that the Russian Ministry of Labor granted authorization to hire
North Korean workers not only to companies but also directly to 24 individuals registered as entrepreneurs.”
The total number of authorized workers and recipient legal entities by year were as follows:*®

e 53,719 North Korean workers at 469 legal entities in 2015
e 50,992 North Korean workers at 453 legal entities in 2016
* 44722 North Korean workers at 451 legal entities in 2017
e 806 North Korean workers at 12 companies in 2018

In 2018, the Russian Ministry of Labor has released two sets of foreign worker authorizations. Only the most
recent set, published July 5, includes permits for North Korean workers." Vi

Beneficial Ownership Trends

The legal entities authorized to hire North Korean workers comprise a variety of corporate networks and
financial structures. We used official Russian registry documents to map ultimate beneficial owners and
subsidiary holdings for all 691 initial entities that the Ministry of Labor authorized to hire North Korean
workers between 2015 and 2018.* To map beneficial ownership, we pulled corporate registry filings for all
691 initial entities to identify owners, directors, and shareholders. If a company listed a second company as
an owner, we again pulled corporate registry filings for the second company to identify its owners, directors,
and shareholders. We repeated this process until the filings showed only natural person owners, directors, or

v Unless otherwise indicated, all ruble to dollar conversions were made at rates prevailing in July 2018.

vi The International Labor Organization estimates that in 2016, the average monthly income in Russia was P36,709
RUB. See Monthly Earnings. International Labour Organization. Retrieved from: http://www.ilo.org/ilostat/faces/oracle/
webcenter/portalapp/pagehierarchy/Page3.jspx’MBI_1D=435& _afrLoop=1304201592826175& _afrWindowMode=0& _
afrWindowld=eienm9410_42#!%40%40%3F_afrWindowld%3Deienm9410_42%26_afrLoop%3D1304201592826175%26MBI_
1D%3D435%26 _afrWindowMode%3D0%26_adf.ctrl-state%3Deienm9410_86

vii On July 22, 2018, Russian media reported that President Vladimir Putin ordered the Ministry of Labor to extend permits
for North Korean workers through December 22, 2019. The companies that host workers with extended permits are currently
unknown. See PD Boiesnia KBoTbl Ha paboTy aust 3,2 Toic. pabounx u3 KH/IP [The Russian Federation allocated quotas
for work for 3200 workers from the DPRK]. (2018, July 20). Interfax. Retrieved from: http:/www.interfax.ru/world/621841.
Archived at https://perma.cc/GG4S-8VAG.

viii The 12 companies that the Russian Ministry of Labor approved to hire North Korean workers on July 5, 2018 are
Agrokombinat Yuzhniy JSC(AO ATPOKOMBUHAT IO)KH]DHZ); Vostokstroi LLC (OOO BOCTOKCTPOIU/I); Dom-Master
LLC (OO0 JIOM-MACTEP); Zen Stroi LLC (OO0 3EH-CTPO); Zenko LLC (OO0 3EHKO); Invest Stroi LLC (OO0
MHBECT CTPO); Korgenstroi LLC (OOO KOPTEHCTPOI); KTC Yusen LLC (OOO KTC IOCEH); Osandok-1 LLC
(OO0 OCAH/IOK-1); Razvitiye NN LLC (OOO PA3BUTME-HH); Stroipodryadchik LLC(OOO CTPOMITIOAPATUYNK);
and Tuda-Stroi LLC (OO0 TYPA-CTPOI).

ix The Financial Action Task Force defines ultimate beneficial owner as “the natural person/s who ultimately owns or
controls a customer and/or the person on whose behalf a transaction is being conducted. It also incorporates those persons who
exercise ultimate effective control over a legal person or arrangement.” See Transparency and Beneficial Ownership. (October 2014).
Financial Action Task Force. Retrieved from: http:/www.fatfgafi.org/media/fatf/documents/reports/Guidance-transparency-
beneficial-ownership.pdf
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shareholders, which constitute the ultimate financial beneficiaries of companies authorized to employ North
Korean workers. We then repeated a similar process to identify subsidiary holdings of the initial 691 people
and companies. As a last step, we combed the resulting dataset to exclude relationships which did not indicate
beneficial ownership as defined by the Financial Action Task Force, such as liquidators or receiverships. The
process expanded our initial dataset of 691 entities to include an additional 1,667 people, companies, and
organizations within Russia.
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Figure I. Ultimate Beneficial Ownership & Subsidiaries of Russian Entities Authorized to Hire North Korean Workers (2015-2018)

The expanded dataset has several limitations. First, company officers who are foreign nationals do not always
list information like tax identifiers that can help to match names conclusively across corporate registry
documents. For company officers whose names were identical, we conducted open source research to find
corroborating evidence, like shared contact information or historical business activity, that would indicate
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both names correspond to the same person. When No. of No. of Peos] No. of Total People &
. 0. O 0. O eople . . . .
we could not locate such evidence, we treated Initial | Connected toX = Organizations | Organizations
. T .. Entities X | TInitial Entiti Connected to X | Connected to X
each name as a unique individual. Similarly, ntities nitial Entities | . - Fotities | Initial Entities
many organizations on the initial entities list é 87738 31%4 1*5:2
were owned by foreignregistered companies, 3 14 2 16
which would not appear in the Russian corporate ‘5‘ g é ;
registry, and our investigation did not always 6 3 0 3
locate official corporate filings in the relevant ; g g g
jurisdictions. Finally, while the dataset captures 9 0 0 0
functional relationships between people and 10 1 0 1
Totals: 971 377 1,354

companies that appear on corporate registry Table 3. Network Complexity within One Degree of Initial Entities
filings, it does not include more subtle forms of

network connections like shared addresses or contact information that may be found in a broader, longer-
term open source investigation. For these reasons, calculated metrics may underestimate the size of corporate
networks that facilitate DPRK labor in Russia. For the remainder of the subsection, we therefore define
network or cluster as the collection of people, companies, and organizations that were listed as the owner,
director, shareholder, legal representative, or manager of an entity authorized to hire North Korean workers,

its corporate owners, or its subsidiaries.

No. of Initial The data indicate that entities authorized to hire North Korean
N%:fr:ft Entities with X  workers in Russia are part of larger corporate networks of varied size.
Connf.-ftions X First Degree Within the dataset, our analysis finds there are 531 distinct networks
Connections with the average cluster containing five companies or individuals.
(1) 2? p We observed that networks within the data contain as few as one
) 310 and many as 17 initial entities per cluster but with an average of only
3 85 1.3 initial entities per group. This suggests that, based on functional
4 37 relationships represented in official business registry filings alone, the
5 10 corporate networks for companies authorized to hire North Korean
? : workers in Russia are relatively decentralized.

g g An analysis of entities within one degree of separation from people and
10 1 companies authorized to hire North Korean workers further indicates
11 1 that companies typically form simple corporate structures. Within
14 1 the expanded dataset of 1,667 identified people and companies, 1,354
15 1 (81%) are within one degree of an initial entity authorized to hire
ig i North Korean workers. The data further show that approximately
6 of those people and companies are directly linked to only one

20 . 92% of th le and i directly linked \
33 1 initial authorized entity. In one instance, however, one person is
Totals: 691 directly connected to 10 companies that received authorization to

Table 4. One-Degree Connections of Initial  hire North Korean workers. Data on connections to initial entities are
Entities summarized in Table 3.

The data further indicate that people and companies within one degree of initial entities do not typically
maintain diverse corporate holdings. Eight individual entrepreneurs authorized to hire North Korean workers

be To derive descriptive network statistics, we applied the Walktrap and Louvain methods for community detection. Both
yielded the same average network size. For a sample discussion on the relative strengths and weaknesses of each methodology, see
Orman, G., Labaut, V., Cherifi, H. Qualitative Comparison of Community Detection Algorithms. Galatasaray University and the
University of Burgundy. Retrieved from: https://arxiv.org/pdf/1207.3603.pdf
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appear to have no additional corporate holdings, and more than half of 691 initial entities appear linked to
only two other people, companies, or organizations as either company officers or subsidiaries. This was not
always the case: in one instance, one company authorized to hire North Korean workers is connected within
one degree to 33 people and companies. Data for the numbers of corporate links across initial entities are
summarized in Table 4.%

The above analysis suggests that, based on functional corporate relationships alone, Russian companies
authorized to hire North Korean workers appear to maintain decentralized management and ownership
structures.

Registration Trends

Subsequent investigation finds that networks which appear discrete on paper often use the same contact
information and registered addresses to conduct business operations. On Russian Ministry of Labor
documents, approximately one third of Russian entities authorized to hire North Korean workers reported
an address either identical or at the same building as another entity in the dataset. From 2015 to 2018, 691
entities reported 608 unique addresses.”” A full 230 companies (33%) reported only 82 addresses (11%) but
received 64,698 authorizations (43%) for North Korean workers, indicating that companies operating from
just over one tenth of registered locations received nearly half of foreign worker authorizations for North
Korean workers between 2015 and 2018 . This trend was consistent across all four years:

e In 2015, 159 companies (34%) registered addresses that were either identical or in the same building
as another entity in the dataset. In the most frequent instance, 11 companies registered to one
address in St. Petersburg.

* In 2016, 153 companies (34%) registered addresses that were either identical or in the same building
as another entity in the dataset. In the most frequent instance, 11 companies registered to one
address in St. Petersburg.

e In 2017, 140 companies (31%) registered addresses that were either identical or in the same building
as another entity in the dataset. In the most frequent instance, seven companies registered to one
address in Moscow.

e In 2018, six companies (50%) registered addresses that were either identical or in the same building as
another entity in the dataset. In three instances, two companies registered to one address in Tyumen.

Many companies that received authorizations to hire North Korean workers have used similar or identical
names, including names that appear to be Russian transliterations of the names of well-lknown North Korean
companies.®™ For example, within the dataset, Rynrado (“PbIHPA/IO”) appears as the name for at least
nine companies, which together received 9,019 authorizations for North Korean workers between 2015 and
2017.%® Three are listed as active Russia-DPRK joint ventures on their business registry filings, which violates

Xi These figures exclude direct connections between initial entities.

xii We use the language “identical or at the same building” because some companies in the dataset list an address that does
not include details more specific than a given building, e.g., room number. It is therefore possible that companies occupy separate
offices.

Xiii Russian Ministry of Labor documents indicate that in several instances, companies listed multiple addresses within the

same year. As a result, between 2015 and 2018, the 691 entities authorized to hire North Korean workers reported a total of 756
addresses, many of which matched an address reported by another company or person within the dataset.

Xiv Eight companies use the word Pyongyang (IIXEHBSAH) in their name. Russian Ministry of Labor. Document held by
author.
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paragraph 18 of UNSCR 2375.* ** A fourth, “Rynrado General Trading Corporation” (OOO K® I'BO
"PBIHPAJIO"), received one authorization for a North Korean to work as “CEQ” in both 2015 and 2016.*"
The company received a total of 1,805 authorizations for North Korean workers each year from 2015 to 2017,
the third most authorizations granted to any one company in the dataset. The name is a nearly identical
translation of the English name for Korea Rungrado General Trading Corporation, a North Korean entity
sanctioned by the US Department of Treasury’s Office for Foreign Assets Control (OFAC) in December
2016 for exporting workers to Asia and Africa to generate revenue for North Korea’s WMD program.®® The
“Rynrado General Trading Corporation” incorporated in Russia is reportedly owned by a Chinese citizen, but
it was previously owned by the DPRK-based “Rynrado General Trading Corporation.”!

Similarly, the name Cholson (“YXOJICAH”) appears as the name for at least seven companies, which
cumulatively received 6,301 authorizations between 2015 and 2017.%2 Three are listed as active Russia-DPRK
joint ventures on their registry filings in violation of UNSCR 2375. A fourth received one authorization for a
North Korean to work as a “commercial director” in 2015, which may therefore constitute a cooperative entity
prohibited by paragraph 18 of UNSCR 2375 & Together, six of the top 10 recipients of foreign worker
authorizations for North Korean workers in Russia use either “Rynrado” (“PBIHPA/1O”) or “Cholson”
(“UXOJICAH”) in their names.** Table 5 summarizes data for the top 10 recipients of worker authorizations
for North Koreans from 2015 to 2018:

Russian Name English Tax ID Total Authorizations Nationality
Transliteration | Number | Received for North Korean of Owners
Workers (2015-2018)
000 “UXOJICAH” Cholson LLC 5405284511 1,941 DPRK (100%)
OO0 TCK Cholson CCC 2721104810 1,839 DPRK (100%)
"YXOJICAH"
OO0 KO TI'BO Rynrado GTC 2460052058 1,805 China
"PBIHPA/1O"
OO0 “PBIHPA/1O” Rynrado LLC 2722040599 1,701 DPRK (100%)
OO0OO "PBIHPA/1O" Rynrado LLC 2536133334 1,600 Unknown,
previously
Vietnam
000 “EHUCEN” Enisei LLC 2466210127 1,592 Korea
000 "3EHKO-39" Zenko-39 LLC 2308160794 1,550 China
OO0 “PbIHPAJ/1O” Rynrado LLC 5401212192 1,322 DPRK (50%)
000 SpetcRemStroi LLC 1659102616 1,250 DPRK (100%)
“CmerniPemCrpoit”
000 Stroiteli-7 LLC 0276089944 1,248 Unknown,
“CTPOUTEJIN-7" previously DPRK

Table 5. Top 10 Recipients of Foreign Worker Authorizations for North Korean Workers (2015-2018)ii ©

XV Registry filings indicate that one company that used the name “Ryngrado” discontinued operations in 2015. Russian
corporate registry. Document held by author.

xvi Russian Ministry of Labor records indicate that Rynrado GTC was authorized to hire one North Korean for the role
“I'maBubiii Jlupextop ¢pupmbr” in 2015 and 2016.

xvii The company, (OO0 “CK"UXOJICAH") received approval to hire a North Korean worker for the role “/[upextop
komMepueckuii.” Russian Ministry of Labor. Document held by author.

xviii Filings in the Uniform State Register for Enterprises and Organizations (Exunbiii TocynapcrBennsiii Peectp
IIpeanpusgaruit u Opranusainnii) sometimes include a nationality for the owners of Russian companies. Companies that do not
explicitly list North Korean companies on their business registry filings may also be owned or operated by North Korean nationals
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Case Study: Co-Location

On December 16, 2017, Russian news media reported that local authorities had discovered an “underground
bank” run by North Korean citizens in the basement of a St. Petersburg dormitory.®® Authorities reportedly
discovered the bank while investigating a robbery, during which they found a device for cashing out funds and
sending encrypted electronic payments to North Korea.®” %8 A similar robbery had occurred the year prior. In
October 2016, Russian media reported masked men had demanded the dorm’s residents hand over $80,000
USD from a safe, which allegedly held the salaries of the dorm’s North Korean residents who worked for the
construction companies Bu Khyn LLC (OOO “BY XbIH”) and Mokran LLC (OOO "MOKPAH").* One
news report included the names of four robbed North Koreans, one of which matches the name of Bu Khyn

LLC’s sole shareholder.™ ™

Image 1. Dormitory at Registered Address of Daesung LLC"

Russian Ministry of Labor documents indicate that between 2015 and 2018, four companies have used the
dormitory’s address to request North Korean workers: Bu Khyn, Mokran, Kanson LLC (OOO "KAHCOH"),
and Daesung LLC (OOO “T3 COH?”).” Kanson and Mokran were recipients of the 11" and 12% most
cumulative foreign worker authorizations for North Koreans between 2015 and 2018, during which all four
companies collectively received a total of 2,948 authorizations for North Korean workers.*™ As recently as
July 2018, Bu Khyn, Makron, and Daesung have appeared on job solicitations for Korean translators at their
worksites, and in previous posts, Bu Khyn, Kanson, and Makron have appeared with the email address
kanson2@mail.ru.™ ™ Corporate registry filings indicate that in March 2018, all three companies relocated to
adjacent offices in St. Petersburg.’®

Corporate registry filings further indicate that the fourth company, Daesung LLC, is still registered to the
dormitory at which local authorities reportedly found an underground bank.”” Daesung LLC appears to
match the name of US-sanctioned Korea Daesong Bank, which OFAC first sanctioned in 2010 for being a
key component of “Office 39's financial network supporting North Korea's illicit and dangerous activities.”’
News reports further indicate that Daesung LLC was subcontracted to build the St. Petersburg World Cup

stadium, at which one of its North Korean employees died in a shipping container in November 2016.”

or local subsidiaries of North Korean companies.

Xix The Russian Ministry of Labor data also include other companies with names identical to Mokran LLC and Kanson LLC
(but with unique tax registration numbers) that were also approved to hire North Korean workers for construction jobs in other
parts of the country. Russian corporate filings show that their directors also have Korean names. Kanson received 1,246 cumulative
authorizations for North Korean workers between 2015 and 2018 and Mokran received 1,221.
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On the Russian Ministry Labor’s 2017 foreign worker authorization forms, Daesung LLC uses the name
Daesung-Mirae LLC (OOO “T3 COH-MMNP3I”) and appears with the email mire415@mail.ru on job
solicitations.™ 8° According to filings in the Uniform State Register for Enterprises and Organizations

(ET'PIIO), Daesung LLC is owned by a North Korean citizen.®

1 2 2 2 1 2 2

Lee Youn Geun Ra Cheal-Un Lee Kwanrhyuk Lee Myoung-kwan Pak Ren-sen Chai Cheol-hun Pak Cheol-gyu
(MW EH Mein) (Pa Yep ¥u) (Nn TBaH xex) (N MeH rean) (Mak Pen Cex) (Lo HYep xyH) (Mak Yep no)
Director Of Shareholder Of Director Of
< i Director OF Shareholder Of »
Sharegderor v Director OF
A Sharehalder OF
BuKhyn LLC Makran LLC Kanson LLC Daesung LLC
Formerly Operated IVO Operates VO
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St. Petersburg Dormitory

Figure 2. Companies Located at St. Petersburg Dormitory

Case Study: Connection to Sanctioned North Korean Entities

Russian Ministry of Labor documents indicate that a company called Zenko-39 LLC (OOO "3EHKO-39")
received 1,550 foreign worker authorizations for North Koreans between 2015 and 2017, which, according to
the data available, is the seventh most authorizations for DPRK workers granted to any one company in Russia
over the fouryear period.® Three other companies authorized to hire North Koreans have also listed the same
address on Russian Ministry of Labor and Russian corporate registry filings: Daeguk LLC (OOO "[I9T'YK”),
Stroi-Komfort LLC (OO0 "CTPOM-KOM®DOPT?”), and Munmen LLC (OO0 "MYHMEH”).®> All four
companies collectively received authorizations for 2,285 DPRK workers between 2015 and 2017, and all but
Stroi-Komfort LLC appear on recent job solicitations for Korean translators with the email address genco39@
mail.ru.3* % Zenko-39 published job solicitations for Korean translators as recently as July 22, 2018.5¢

The name Zenko is also used in the Russian name for Korea General Corporation for External Construction
(GENCO;* KOPENCKOE T'EHEPAJIBHOE OBIIECTBO IIO CTPOUTEJBLCTBY 3A
PYBEJXOM "3EHKQO"), a North Korean company sanctioned by the US Department of Treasury’s Office

XX The company’s tax identification number is consistent across each year of the Russian Ministry of Labot’s foreign worker
authorization forms. Russian Ministry of Labor. Documents held by author.
xxi On Naenara, the official online portal for the North Korean government, Korea General Corporation for External

Construction is abbreviated as GENCO. See Korea General Corporation for External Construction. (2011, November 16).
Naenara. Retrieved from: https://web.archive.org/web/20111116081011/http://www.naenara.com.kp/en/periodic/f_trade/index.
phplcontents+1645+2011-01+47+3. Archived at https://perma.cc/4G99-RNEQ.
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for Foreign Assets Control (OFAC) in December 2016 for exporting DPRK workers to the Middle East to
generate revenue for the Kim regime.™ 87 Russian corporate registry filings show that a DPRK company
by the name Zenko (BEHKO) appears as a shareholder on the active Russian-DPRK joint venture Sako
Rynma LLC (OOO "CAKOPEHMA"), which received 216 foreign worker authorizations for North Koreans
between 2015 and 2016.%8

Cgejenusi 00 yupeaure/sx (Y4acTHHKAX) 10 PH/IMYECKOI'0 JIMLA

1
39 |I'PH wu nara Buecenus B EI'PIOJI ceenennii o 2036500609066
JJAHHOM JIHLIE 24.04.2003
40 |ITonnoe HauMEeHOBaHHE I'EHEPAJIBHOE OBIIHECTBO I10
CTPOUTEJILCTBY 3A PYBEXKOM
"3EHKO" KHJIP
41 |I'PH u nara Buecenus B EI'PHOJI 3anucu, 2106501002012
coJiepKanleil yKa3aHHbIE CBEJIEHUS 13.01.2010
42 |CtpaHa NpOUCXOKAECHUS IKOPEH (KH/P)

Image 2. GENCO as Shareholder on Sako Rynma LLC Business Registry Filing

Zenko-39 appears to have relationships with other North Korean companies in Russia through its corporate
officers. On a government document of construction companies in Krasnodar, Russia, the name Kim San
He (KMUM CEH HE) appears with the same email address as contact person for Zenko-39 and multiple
other companies authorized to employ North Korean laborers.® Historical corporate records indicate that
a person by the name Kim San He was formerly CEO of Zenko-39.° On a Februrary 2016 document of job
openings hosted on the website of a municipal government in Krasnodar, Kim San He appears repeatedly
with three email addresses, including genco39@mail.ru, and one mobile phone number as the contact person
for Zenko-39, Stroi-Komfort, Munmen, and an additional Krasnador company called Mirae-1 LLC (OOO
“MUNPI-1")=iiRussian corporate registry filings indicate that Mirae-1 LLC’s director, Kim Chan Bo (KM
YXAH BO), is also director for at least two other Krasnador companies authorized to hire North Korean
workers: Mirae-2 LLC (OOO MIP3-2) and Gold Star LLC (OOO 30JIOTAS 3BE3/1A)°" Mirae-l,
Mirae-2, and Gold Star all appear on unofficial registry filings with the same phone number and collectively
received authorization to hire 970 North Korean workers between 2016 and 2017.72 %

The name Kim San He also appears on a Russian Chamber of Commerce announcement as the legal
representative for Korea Cholson General Trading Group, a North Korean company, when it received
accreditation in Russia in 20047

xxii Russian-language materials generally refer to GENCO as Kopelickoe reHepajibHOe OOLIECTBO 110
crpoutesbetBy 3a pybeskom "3EHKO". For example, see IlpemcrtaBuTeibcTBA HHOCTPAHHBIX (DUPM,
akkpenutoBarubie TIITT PD [Representative Offices of Foreign Firms Accredited by the Commercial-Industrial
Chamber of the Russian Federation]. (2007). Primorskiy Krai Commercial-Industrial Chamber. Retrieved from: www.
ptpp.ru/add_files/Oakkred%5B1%5D.pr-va%2520s%2520adresami2007.doc

xxiii The name Kim San He appears with the same mobile phone number on each entry but uses multiple email addresses,
including genco39@mail.ru. See CBemeHust 0 BaKaHTHBIX PabOYMX MECTax € MPEAOCTABJIECHUEM KHJIbs Ha MEPUOJ
pabotsl 1o coctossruio Ha 03.02.2016 [Information on vacant workplaces with the provision of housing for the period of work
as of 03.02.2016]. (2016, February 03). Prahtarsk. Retrieved from: http://webcache.googleusercontent.com/search’q=cache:p36K_
iXnkik]:www.prahtarsk.ru/sovetraiona/otchet/vak_ukr_03022016.xlsx+&cd=8& hl=en&ct=cIlnk&gl=us. Archived at https://
perma.cc/ TZ8AW69K.
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Case Study: Global Defense Supply Chains
NEVZ-Ceramics Joint Stock Company (AO "HOB3-KEPAMMKC") is a Russian engineering firm that

received authorization to hire 65 North Korean workers for technical jobs in 2015 % According to its
website, the company is engaged in metallurgical engineering related to nanostructured ceramics for the
power, nuclear, defense, chemical, radio electronics, and petroleum industries.”

Russian corporate registry documents show that NEVZ-Ceramics is jointly owned by the St. Petersburg
electronics company NEVZ-Soyuz Holding Co. (XK ITAO "H9B3-COIO3") and the Russian state-owned
technology investment firm RUSNANO JSC (AO "POCHAHOQO").”” According its website, RUSNANO has
the mission of building “a competitive nanotechnology industry in Russia, using the capacities of the country’s
own scientists and transfer of the latest technologies from abroad.”®® Prominent Russian businessman and
politician Anatoly Chubais serves as chairman of the executive board of RUSNANQO’s managing company,
and Viktor Vekselberg, a Russian national sanctioned by OFAC on April 6, 2018 under the Countering
America’s Adversaries Through Sanctions Act, sits on RUSNANOQO’s board of directors.>¥ %

NEVZ-Ceramics develops and sells products with a variety of military applications.!®® On its website, the
company advertises aluminum oxide and aluminum nitride ceramics, which have strong resistence to heat
and radiation and can be used to protect highspeed missiles from disintegration.®" 1! In January 2018,
the New York Times described warhead re-entry technology as North Korea’s “final technological hurdle” in
developing nuclear strike capabilities, and in 2013, China banned companies from exporting certain ceramics
to North Korea over concerns that the products could help advance North Korea’s nuclear program.!®? 1%
NEVZ-Ceramics also advertises that its ceramic insulators are used in “military night vision devices,” and in
a promotional video, the company claims its product is used to armor a range of military vehicles including
tanks, helicopters, and ships.'® '® On June 5, 2015, IB Times reported that the Russian military had already
begun to adopt NEVZ-Ceramics hardware for the nextgeneration Armata T-14 tank, which is scheduled to
begin full-scale production in 2020.1°% 7 On the same day, TASS reported that ceramic armor components
would also be used on Russia’s Kurganets and Boomerang combat vehicles.!%

Commercially available trade records estimate that NEVZ-Ceramics has received at least 462 shipments from
at least 23 countries between November 28, 2011 and November 28, 2017.*" By number of shipments, the
top five countries of origin are Germany (236 shipments, 51.1%), China (76 shipments, 17.1%), Japan (38
shipments, 8.2%), the United States (28 shipments, 6.1%), and South Korea (19 shipments, 4.1%).*" Russian
export records estimate that, between February 28, 2012 and March 6, 2018, NEVZ-Ceramics sent at least

XXiv NEVZ-Ceramics’ parent company Rusnano wrote on its website that the company would create 350 jobs, which would
indicate that North Koreans could have filled more than 18% of the company’s jobs. See: NEVZ-Ceramics Profile. Rusnano.
Retrieved from: http://en.rusnano.com/portfolio/companies/nevz-ceramics. Archived at https://perma.cc/8U35-B3QR.

XXV OFAC sanctioned Viktor Vekselberg for “operating in the energy sector of the Russian Federation economy.” For more
information, see Treasury Designates Russian Oligarchs, Officials, and Entities in Response to Worldwide Malign Activity. (2018,
April 6). U.S. Department of the Treasury. Retrieved from: https://home.treasury.gov/news/press-releases/sm0338. Archived at
https://perma.cc/96W5-BYU3.

Xxvi In an article about nuclear reactors, the University of Wisconsin-Madison writes that aluminum oxide nanoceramics will
help “next-generation nuclear systems” withstand “higher temperatures and radiation fields than ever before.” See Brodt, L. (2016,
December 8). New materials for more safe and economical nuclear reactors. University of Wisconsin-Madison. Retrieved from:
https://www.engr.wisc.edu/new-materials-safe-economical-nuclearreactors/. Archived at https://perma.cc/U4JV-GR]Q.

xxvii NEVZ-Ceramics is listed as the consignee for 459 shipments. On 3 shipments, VED Agent JSC (AO "B3/l ATEHT") is
listed as the consignee while NEVZ-Ceramics is listed as the Russian payee. Commercially available trade data. Documents held by
author.

xxviii ~ Three shipments are listed as Taiwan. Within the dataset, Taiwan is inconsistently labeled as a both an independent
country and a part of China. For this analysis, Taiwan is treated separately from mainland China. Commercially available trade
data. Documents held by author.
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40 shipments to defense companies in the United States, the United Kingdom, France, Germany, Belgium,
Israel, the United Arab Emirates, and Vietnam.'"”

NEVZ CERAMICS © & NEVZ CERAMICS
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Image 3. Screenshots from NEVZ-Ceramics Promotional Video'"®

NEVZ-Ceramics and its two parent companies allegedly maintain close working relationships with leading
Western scientific institutions. On its website, RUSNANQO writes that its subsidiary, RUSNANO USA, Inc.,
was established in 2010 to “represent the interests [and portfolio companies] of the RUSNANO Group in the
US and Canada” and to facilitate “interaction with US venture capital and direct investment funds, high-tech
companies, universities and technology transfer centers.”!!! California corporate registry filings show that
the company is headquartered in Menlo Park, California, and on the Russian-language version of its website,
RUSNANO promotes the subsidiary’s proximity to Stanford University.!!? '3 In 2014, NEVZ-Ceramics and
NEVZ-Soyuz both claim that NEVZ-Ceramics allegedly works with “worldwide renowned research centers,”
and in a promotional video, it lists partner companies and research institutions in Germany, Poland, Italy,

and Spain 114 115 116
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Sectoral Analysis: Restaurants in China

The first large-scale expansion of the DPRK workforce in China began in 2012, when Beijing and Pyongyang
concluded a bilateral agreement to bring as many as 40,000 North Korean workers to Chinese cities on
industrial training visas.!'? But North Koreans have legally opened restaurants in China since the 1990s, earlier
than in any other country.!'® 1" Open source investigation shows that North Korea’s overseas restaurants are
often physically located at the same addresses as its key commercial operations and thus within a few degrees
of its broader illicit portfolio.

Image 4. North Korean Defector Myeong Song-hee Performs at a North Korean Restaurant in China'®

Just as in other industries, restaurant workers are subject to working conditions that may constitute forced
labor. For example, Myeong Song-hee, a North Korean defector who worked at a DPRK restaurant in
Changchun, told The Wall Street Journal that she and her coworkers slept in a locked room at the restaurant,
were closely monitored by the restaurant’s manager, were subject to group criticism sessions and pre-departure
ideological training, and were paid only a small fraction of generated revenue.”! By some estimates, North
Korean restaurants in China generate as much as $10 million USD annually, which is reportedly transported
back to Pyongyang in bulk cash shipments over the border.!?2 12> Some journalists and researchers have alleged
that DPRK restaurants are managed by Office 39, a government bureau with responsibilities that include
generating hard currency for the Kim family and ruling elite through legal and illegal business operations
abroad.! Others have argued that DPRK restaurants, which have high customer turnover and can deposit
large sums of cash that banks would otherwise treat as suspect, may serve to launder money for North Korea’s
other illicit activities.'**

Open source investigation identified 125 possible North Korean restaurants in 14 countries, nearly two-thirds
of which (83) are located in China. While the dataset was created primarily from social media profiles and

i Investigative journalist Bertil Lintner told Slate in 2010 that Office 39 involved in running DPRK restaurants overseas.
See Strangio, S. (2010, March 27). Kingdom Kim's Culinary Outposts. Slate. Retrieved from: http://www.slate.com/articles/news_
and_politics/foreigners/2010/03/kingdom_kims_culinary_outposts.html. Archived at https:/perma.cc/52AU3UXD; In their
book Conditions (2016), the Database Center for North Korean Human Rights cited defector interviews to state the Office 39
manages DPRK overseas labor operations in the timber industry in Russia. See Conditions of Labor and Human Rights: North
Korean Overseas Laborers in Russia (2016).

ii User review profiles do not necessarily represent official profiles for businesses and should not be construed as such.
Because these profiles may be user generated, it is possible that the dataset contains duplicate restaurants, incorrect information, or
outdated corporate identifiers. Subsequent investigation is required to determine the accuracy of any related information including
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dining review websites, many storefronts list addresses, phone numbers, email addresses, and other corporate
identifiers that appear together on corporate registry filings for companies of different names.

North Korean restaurants in China use a variety of legal structures including domestically owned companies,
foreign-owned companies, and Chinese-DPRK joint ventures, the last of which violates UN Security Council
Resolution 2375.% Many of the North Korean restaurants in China are also hotels, and in many cases,
restauranthotel ownership networks converge with other North Korean operations, including coal and
technology ventures. While some North Korean restaurants have reportedly closed their doors, others have
transferred to full Chinese ownership and continued operations with the same North Korean staff.'”>

News reports and official corporate registry filings often present conflicting information about whether or
not a given restaurant is still in business. As the UN introduced new sanctions on DPRK labor from August
to December 2017, some news reports observed that restaurants in border cities were closing their doors
and repatriating workers. But more recent reports suggest that those restaurants have begun to reopen.”
Regardless, because restaurants are among the oldest manifestations of North Korean labor in China, analysis
of their corporate networks can provide valuable insights into how North Korea’s overseas labor operations
fit within the legacy networks that North Korea maintains within its most important political and economic

partner.

Descriptive Statistics

Open source investigation identified 83 North Korean restaurants across 22 cities in China. Our research
relied on Chinese social media and customer review apps like Dianping (KAEFE) to identify North
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Images 5 & 6. Left: DPRK Restaurants in China. Right: DPRK Restaurants in Beijing

but not limited to company name, phone number, address, company officers, official registration, and operational status.

iii Paragraph 18 of UNSCR 2375 requires that member states “prohibit, by their nationals or in their territories, the opening,
maintenance, and operation of all joint ventures or cooperative entities, new and existing, with DPRK entities or individuals,
whether or not acting for or on behalf of the government of the DPRK” and “close any such existing joint venture or cooperative
entity” by January 9, 2018. See SC Res 2375. Doc S/RES/2375. (2017, September 11). Retrieved from: http://unscr.com/en/
resolutions/doc/2375

iv For example, see Page, J., Jeong, A., & Talley, 1. (2018, March 2). China, Finally, Clamps Down on North Korea Trade—And
the Impact Is Stinging. The Wall Street Journal. Retrieved from: https://www.wsj.com/articles/north-korea-finally-feels-the-sting-
of-international-sanctions-1519923280; Lin, W. dr3Liasbizk? drER 8L UE T P9k [The CCP relaxes sanctions! Some
North Korean hotels in China reopened]. The Epoch Times. Retrieved from: http://www.epochtimes.com/gb/18/3/30/n10264131.
htm. Archived at https://perma.cc/SHUV-HACM; Mbcnews. (2018, April 24). St ZIE2tst SE0| E58E K90z ‘EF
S5t A2 O 2 €11, "ekst =201 2228 50 [On the Korean peninsula, North Korea's restaurant will open again, and
Chinese tourists will go to Pyongyang] [Twitter post]. Retrieved from: https://twitter.com/mbcnews/status/988752318916050945.
Archived at https://perma.cc/4JTK-QBBU.
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Korean restaurants associated with recent customer reviews, unique names, and unique addresses, which are
visualized in Images 5 & 6.

Of cities represented, Beijing and Shanghai contain the most restaurants with 21 (26%) and 12 (15%) storefronts
respectively. Jilin and Liaoning provinces, which border North Korea, together contain 24 restaurants (29%),
more than half of which are located in the cities of Shenyang (eight) and Dandong (seven). Thirty restaurants
have at least one customer review on Dianping dated later than January 9, 2018, the UN deadline for closing
DPRK joint ventures and cooperative entities. Fifty restaurants have customerreported price estimates, the

average of which is ¥135.1 RMB (approximately $21 USD) per person.

The data indicate that DPRK restaurants in China use only a limited number of names on storefronts.
Pyongyang Restaurant (CF4#E/E) is most common, represented by 14 (17%) restaurants located in Beijing,
Changchun, Dalian, Harbin, Hohhot, Nanchang, Qingdao, Shanghai, and Shenyang. The names Pyongyang
Koryo (P-4 = H), Pyongyang Moranbong CE3EH: P} or “EIEH:FH05), and Eun Ban $RB) have eight (10%)
storefronts each. Pyongyang Hae Dong Hwa (4% 4¢) has five (6%) restaurants, all of which are located
in Beijing. While storefront names are readily apparent, North Korean restaurants do not always register as
companies with names that match their storefront, which can obscure corporate ownership structure and
complicate international sanctions enforcement.

Case Study: Relationship to Sanctioned Entities

Dandongbased Liujing Hotel (M5 )E) has a 3.5 star rating ?f
on Dianping, a Chinese restaurant rating website.!?® After 130 W Xizohang ST

customer reviews, Dianping estimates that a meal at the Liujing
Hotel restaurant costs ¥157 RMB (approximately $25 USD) per Executie Direcior
person. On March 30, 2018, Liujing Hotel staff allegedly told

a Chinese reporter that the hotel-restaurant was operating as
normal.!?? manger o a

Y Y
The Liujing Hotel is registered in the Chinese business registry co L,E?’;Efé@%‘gﬁéma
as Liaoning Hongbao Industrial Development Liujing Hotel _
(i?{lgi%ikkﬁﬁﬁﬁﬁﬁwﬂﬁ{ﬁﬁ) at the same Dandong il Managerof entatve of
plaza and with the same phone number listed on the company’s ol Y
Dianping profile” The company is affiliated with Liaoning Y
Hongbao Industrial Development Co., Ltd. G TR LI % a
JEA PR H]), with which it shares an address.'”® According to Lo Fonpan
the Chinese business registry, Liaoning Hongbao Industrial Co UL TR AR ARAS
Development engages in wholesale trade of textiles, stationery, SR ANALYSIS PUWERED_BY
electrical equipment, and other goods.!” The company lists g Palant"‘
two corporate shareholders: Dandong Border Economic
Cooperation Zone International Hotel (F}F4R AR L5 S 1EX Q
5% 524E) and US-sanctioned Dandong Hongxiang Industrial
Development Co., Ltd. (DHID) (F}4REFESLL & JEA R s

Figure 3. Liujing Hotel Beneficial Ownership

v The Liujing Hotel’s Dianping listing specifies a building in Dandong’s Jiadi Plaza while the Liaoning Hongbao Industrial

Development Liujing Hotel’s Chinese registry filing specifies a number in Dandong’s Jiadi Plaza. A phone number that appears
on Liujing Hotel’s Dianping listing appears on the 2015, 2016, and 2017 annual return filings for Liaoning Hongbao Industrial
Development Liujing Hotel. Chinese corporate registry and annual return documents held by author. For the Dianping listing, see
Profile of Liujing Hotel [Hl 521 )j5]. Dianping. Retrieved from: https://www.dianping.com/shop/5374077
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7). As of this writing, US-sanctioned Ma Xiaohong (FB4T) is listed as the legal representative for the
Liujing Hotel and Liaoning Hongbao Industrial Development Co."*! Until November 16, 2017, Liaoning
Hongbao Industrial Development was listed as a joint venture between DHID and Korea National Insurance

Corporation (KNIC) (HHfef L iGARES B4 %t), a North Korean insurance company sanctioned by both the

United States and the European Union."' 1*?

Both companies have been directly involved in North Korea’s overseas procurement operations. OFAC
sanctioned DHID in September 2016 “for acting for or on behalf of [the US- and UN-designated] Korea
Kwangson Banking Corporation” to provide “financial services in support of WMD proliferators.”'* Its
director, Ma Xiaohong, who is also the sole director and owner of Dandong’s Liujing Hotel, was both
criminally charged by the US Department of Justice and sanctioned by OFAC for assisting the DPRK in its
weapons procurement operations.'** 1 Similarly, OFAC sanctioned KNIC in December 2016 for operating in
North Korea’s financial services industry, and it linked the group to Office 39."¢ The European Commission
sanctioned KNIC’s German branch and six of its company officers in July 2015, stating that the company

generated “substantial foreign revenue” for the Kim regime.”” And in April 2017, the British government
froze KNIC’s assets in the United Kingdom.!*®
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Figure 4. Chilbosan Hotel Beneficial Ownership

The Liujing Hotel shares an email address, phone number, directors, and shareholders with a number of other
companies both within and beyond Dandong. One such company is a second North Korean restauranthotel
in Shenyang called Chilbosan Hotel (JLFH-E S 1ITE)E), an entity that listed Ma Xiaohong and a second
Liaoning Hongbao Industrial Development director Wang Haodong (FEjE4R) as company officers.” The

vi Paragraph 18 of UNSCR 2375 (2017) requires member states to “prohibit, by their nationals or in their territories,
the opening, maintenance, and operation of all joint ventures or cooperative entities, new and existing, with DPRK entities or
individuals, whether or not acting for or on behalf of the government of the DPRK.” It further requires member states to “close
any such existing joint venture or cooperative entity” by January 9, 2018. See SC Res 2375. Doc S/RES/2375. (2017, September 11).
Retrieved from: http://unscr.com/en/resolutions/doc/2375

vii The Chilbosan Hotel was registered under the name Shenyang Chilbosan Hotel Co., Ltd. (JEFH-AE S LR )E B BR 2 7).

Chinese corporate registry. Document held by author.
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Chilbosan has long been reported as an overseas training site for Bureau 121, an elite North Korean military
hacking unit.!” Years before North Korea had domestic Internet infrastructure, the Chilbosan provided North
Korean programmers with Internet access both to generate hard currency through “normal” commercial jobs
in information technology and to launch offensive cyber operations.** North Korean defector Kim Heung-
Kwang stated that the Chilbosan unit was one of many hacking cells spread across China that have relied on
cooperative hosts like the Chilbosan in order to train North Korean programmers and launch some of the
most sophisticated cyber operations in the world.

Like the Liujing Hotel’s parent company, the Chilbosan Hotel has historically operated as a joint venture
between Chinese and North Korean companies.* ! While the Chilbosan has been removed from the
Chinese business registry, corporate filings previously indicated that the hotel was a joint venture between
the North Korea Pyongyang Economic Exchange Society (BHEENI 5455538 i fl) and the aforementioned
Dandong Hongxiang Industrial Development Co. (DHID)."*? The Chilbosan shared an address with
Liaoning Zhongtian Real Estate Development Co., Ltd. GL T H K E# = IF & A PR 2 H]), which was listed
as a suspended joint venture between the North Korea Pyongyang Economic Exchange Society and DHID.'

Ma Xiaohong and Wang Haodong were listed as directors of both companies.!*

Historically, the DHID network has played a key role in North Korea’s development of cyber capacities. As we
first described in our report “Risky Business,” Liaoning Zhongtian Real Estate Development Co., Ltd. is listed
as the domain registrant for the website of Sili Bank, reportedly North Korea’s first ISP provider.!* ¢ Sili
Bank has hosted email services for several entities sanctioned in connection with North Korean proliferation
activity including Korea Ryonha Machinery Joint Venture Co. and its subsidiary Millim Technology, entities
that have used email addresses ryonha@silibank.com and millim@silibank.com.'*” Ri Hak Chol, the president
of the sanctioned Pyongyang-based weapons proliferator Green Pine Association, also used a Sili Bank email

address to correspond with the Eritrean government to provide “military and technical support.”**8

Directors of the Liujing and Chilbosan Hotels have also reportedly served as officers for several other companies
that sell sensitive information technologies. For example, according to the Chinese business registry, Ma
Xiaohong is listed as a shareholder of the Dandong-based Liaoning Darong Information Technology Co., Ltd.
GLT IR R BHE A PR 23 7)), which sells IT products and services that include aerial and satellite imagery,
remote sensing, engineering measurement, and systems integration.'*” Despite being removed as a company
officer in November 2016, Ma Xiaohong, was listed on the company's 2016 annual return as having the
second largest holdings with 17% of the company’s ¥50 million RMB in share capital.”® OFAC-sanctioned
Zhou Jianshu (JE#E47), a supervisor for the Liujing Hotel’s parent company Liaoning Hongbao Industrial

viii Research on DPRK Internet activity shows that even today only a small amount of North Korean Internet activity
originates from the North Korean mainland. Rather, the majority of activity comes from locations outside of the Korean peninsula.
For more information, see North Korea Cyber Activity. Recorded Future Insikt Group. Retrieved from: https://go.recordedfuture.
com/hubfs/reports/north-korea-activity.pdf. To read an interview with defector Kim Heung-Kwang, see Ripley, W. (2015, January
7). North Korean defector: 'Bureau 121" hackers operating in China. CNN. Retrieved from: http://edition.cnn.com/2015/01,/06/
asia/north-korea-hackers-shenyang/. Archived at https://perma.cc/H7SM-E]9S.

ix Like their counterparts in low-skilled occupations, North Korean IT workers are charged with the mission of generating
hard currency for the regime, but they do so by selling an array of online products and services. For more information, see Kim, S.
(2018, February 7). Inside North Korea’s Hacker Army. Bloomberg Businessweek. Retrieved from: https://www.bloomberg.com/
news/features/2018-02-07/inside-kim-jong-un-s-hacker-army. Archived at https://perma.cc/UVF6-32H4.

X New reports indicate that the Chilbosan shut down on January 9, 2018 to comply with UN prohibitions on DPRK
joint ventures. Japanese media reports that the hotel reopened on May 1, 2018 under the management of Shenyang Zhongfu
International Hotel Co., Ltd. (JtFH & E FRit 5 A FR 2 F). To see Japanese reporting on the Chilbosan’s closure and reopening,
see Haka, N. (2018, May 2). I1BICKEMEUTcid S OFREIL AN BB EEDO K FEDHIFZ B HIRHT=HY (It should
have closed in January, but this restaurant shows signs of starting back up soon in Northern China. Has China started loosening

sanctions!] Harbor Business Online. Retrieved from: https://hbol.jp/164895. Archived at https://perma.cc/HY98-S2MH.
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Development, is listed in the Chinese business registry as a shareholder and was previously chairman of
its board of directors.”’! Liaoning Darong Information Technology owns Beijing Tuxiu Tianya Information

Technology Co. Ltd. (b5 B F RiIE(E B3 AR A PR 35E 42 H]), of which DHID previously controlled 49% of

shares.!”

Case Study: Relationship to Coal & Technology Trade Networks

The Moranbong North Korean Performance Hotel (bt PG EHEL /8 251 )E) has a 4.5 star rating on Dianping
after 312 customer reviews.'” Dianping estimates that a meal at the restaurant costs ¥228 RMB (approximately
$36 USD) per person.”” On March 19, 2018, a customer wrote that service workers speak Mandarin with a
discernible North Korean accent, and she regretted that staff did not allow her to take videos of performers.'>

Fs EEBI EENAE EEEAS TEAM

T AT BREELS)(FIEH) BREEASBANIRE) 2018F1AME

IR ESERL 2 AERER TEXfE; 2M8FE1ANME

Image 7. Dalian Moranbong Food & Beverage Management Co., Ltd. Change in Registration from Joint Venture to Limited Liability
Company on January 11, 2018
The Dalian-based Moranbong North Korean Performance Hotel appears to be registered in the Chinese
business registry as Dalian Moranbong Food & Beverage Management Co., Ltd. (K &EH: FHER IR E A
FRZy]), which lists the same address that appears on its Dianping listing."”® 7 The company was listed as
a Chinese-DPRK joint venture until January 11, 2018 —two days after the UNSCR 2375 deadline for closing
DPRK joint ventures—after which it was listed as a Chinese company.'®® Until January 11, the restauranthotel
had been owned by Pyongyang New Hope Cooperation Society (I #7175 B & /E<x#t) and Dalian Xintuo
Trade Co., Ltd. (REZIRHR AR AH])." Since then, the chairman of the board of directors and legal

representative Wang Dalun (JE ) has served as the sole shareholder and executive director.'®

Wang Dalun also serves as a shareholder or director for several other companies that trade coal and information
technology internationally. He is also a shareholder and supervisor of Dalian Intop Import & Export Trade
Co., Ltd. RiZER 43k IR 5 A TR A H]), which operates in coal sales, technology imports and exports, and
importexport representative services.'®! Chinese import records show that the company consigned at least
28 shipments valued at approximately $3 million USD between October 2013 and December 2017, of which
$1.6 million USD (57%) was imported from North Korea.'> All imports from North Korea were categorized
under HS codes 7201.10 and 2601.11, which correspond to non-alloy pig iron and iron ore.X Chinese export
records further indicate that the company sent 17 shipments valued at $2 million USD between March 2013
and August 2017, of which $1.4 million USD was sent to Japan.® Commercially available Chinese export
records show that Dalian Intop has made at least five shipments to North Korea including one August
2017 shipment of machine parts and articles for nontechnical use and one October 2017 shipment that was

declared as sacks and bags.'®’

Wang Dalun also reportedly acts as an officer for a number of technology companies. Chinese corporate
registry filings indicate that he is a shareholder and supervisor of Zhongji Rare Earth Transtech Services
(Dalian) Co., Ltd. (FF#5 L@k (Ki&E) GFRAH]), which lists ¥300 million RMB (approximately $47
million USD) in registered capital.'®* The company shares a phone number with Dalian Intop Import &

xi The remaining shipments were sourced from South Africa, Canada, Japan, the United States and Taiwan.
xii The remaining shipments were sent to Malaysia, North Korea, South Korea, New Zealand, and Indonesia.
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Export Trade Co. and lists an address in a room adjacent to Dalian Xintuo Trade Co., the Moranbong
Hotel’s previous owner.'”® The Chinese business registry states that Zhongji Rare Earth Transtech Services
develops high tech applications, provides technology consulting services, and trades technology products
internationally. Commercially available Chinese trade records show only two shipments by Zhongji Rare
Earth Transtech Services, both of which are coal imports from North Korea in May and August of 2016
valued at nearly $1.6 million USD. Zhongji Rare Earth Transtech Services is registered in the same building
and in a room adjacent to the Moranbong North Korean Performance Hotel’s previous owner, Dalian Xintuo

Trade Co., Ltd.!%¢

Pyongyang New Dalian Xintuo Wang Dalun iT#18
Hope Cooperation Trading Co Ltd
THEmRLEES KEE%E'HFEBE E)
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Figure 5. Moranbong North Korean Performance Hotel Corporate Network

Dalian Moranbong Food & Beverage Management Co., the company registered with the same address and
phone number as the Moranbang North Korean Performance Hotel, is itself an investor in a technology
company called Dalian Food Internet Technology Co., Ltd. (JCIZEURIRMZ& R B A TR 2 H]). Wang
Dalun is a director.'®® According to the Chinese business registry, the company provides a variety of services
in information technology; software development; domestic land, air, and sea shipping services; storage; and

human resource consulting services, among others.'®

Case Study: Co-location with DPRK Trade Representatives

On its Dianping listing, Beijing Pyongyang Restaurant shows an image of its operating license that indicates
the company is registered as Beijing Pyongyang Restaurant Co., Ltd. (Jt 5 FEIER KA PR The
Beijing restaurant, now closed, was founded in 2003 with $200,000 USD in registered capital and existed as
a joint venture between Beijing Saidisi Technology Commerce & Trade Co., Ltd. (b FEH B 4R
FEZy#]) and North Korea Tariff Free Commerce Co. (BTG R H]).
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The Beijing Pyongyang Restaurant is registered to a room at the Huakang Hotel (F2JEFE1E)./ At least two
websites state that the North Korea Xiaobaishui Cooperative Society’s Beijing Representative Office (FH&£/)N
HKEA St AL 5 FEAL) previously operated at the same room in the Huakang Hotel.'” As a trade office,
the group does not have a listing in the official Chinese business registry with public shareholder and director
information. However, a Chinese registry aggregator states that the now-closed trade office acted as a liaison
for importing and exporting carbon products and raw materials.'’*

The Chinese registry aggregator also states that, until August 2, 2017, the Huakang Hotel was also the
registered address of the North Korea Intelligent Commerce Co. Beijing Representative Office (ffj#E5fE
B INaldE A AL), which is reportedly still in operation.'” The aggregator further indicates that North
Korea Intelligent Commerce Co. imports and exports machinery, software, and electronic products on behalf
of North Korea.'™

Co-location at a Chinese Hotel

Beijing Huakang Hotel Co., Ltd.
ERERRERRAE
A

located at

North Korea Xiaobaishui Cooperative Society’s
Beijing Representative Office

HEERRH LR IERRERL

Beijing Pyongyang Restaurant Co., Ltd.

IERFIEBBIRER A

North Korea Intelligent Commerce Co.
Beijing Representative Office

e NEKE S R IERR R
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Case Study: Foreign Ownership

On Dianping, a second Liujing Hotel (B 5212 i) in Yanji has a 3.5 star rating after only 12 customer reviews.'?

On March 28, 2018, a customer wrote that the food was mediocre but that the performances were good, later
lamenting that the waitresses were not allowed to leave the premises.!”

The Dianping page lists an address that matches the Chinese registry filing for Yanji Liujing [Pyongyang]
Hotel Co., Ltd. (REF M) 500R )5 A PR 22 F]), which has $2.15 million USD in registered capital.'™ ¥ According
to official Chinese corporate registry filings, Yanji Liujing Hotel is a fully foreign-owned entity with only

one shareholder: “Japan Liujing [Pyongyang] Hotel Co., Ltd.” (HASHI 50 A PR 2 F])."®! Japanese travel
websites advertise that the Yanji Liujing Hotel has Japanese staff.!s?

kyo Hanten

Quan Mouxuan Mogen Gon

5 .J_-Tiﬁllﬁ'/b}ﬁ] Quan Yangcheng Yousei Gon
XBEAK HERG B

Because the Japanese language incorporates Chinese characters into its writing system, open source
investigation yielded likely Japanese matches of the Chinese names for Japan Liujing [Pyongyang] Hotel Co.
and its directors. The Japanese corporate registry contains a listing for a company called K.K. Ryukyo Hanten
(BRI 5080 )E), whose Japanese name is a nearly direct translation of the Chinese name for “Japan
Liujing Hotel Co.” The corporate registry filings for K.K. Ryukyo Hanten also list directors whose Japanese
names are one-forone character transliterations of the Chinese names for the directors of Yanji Liujing

[Pyongyang] Hotel Co.*K.K. Ryukyo Hanten lists two directors, Mogen Gon (#;%4%) and Yousei Gon (&

xiii The Japanese name is a near match of the Chinese name. The Japanese characters “bR &= 1” and Chinese character “&
FRZyH]” both mean “limited liability company.” Because Japanese written language incorporates traditional Chinese characters, the
Japanese and Chinese names of the company—other than “limited liability company”—are both “MI 521t JE” (although the Chinese
name uses simplified characters rather than traditional characters). The Chinese registry also appends the word “Japan” (HZX) on
the front of the company name, which could plausibly serve to indicate its country of registry.
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F58%), the latter of whom also serves as president.®® Both names are characterby-character transliterations

of the names of Yanji Liujing Hotel’s directors Quan Mouxuan (f{i}:4%) and Quan Yangcheng (]2 FH i), the
latter of whom also serves the legal representative.!®

According to the Chinese business registry, Yanji Liujing Hotel’s deputy chairman of the board of directors
is listed as Quan Zhouxuan (fJ&%%). Quan Zhouxuan matches in name to the sole shareholder, executive
director, and legal representative of Suzhou Zhouxuan Precision Machinery Co., Ltd. (Fp M B2 B
FR/ZyT]), which is listed in the Chinese registry as solely owned by a foreign person.'®
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Key Trends: Global Supply Chains

North Korea’s overseas labor program generates revenue for the Kim regime by selling a range of products
in the licit global economy. Products of North Korean labor—from seafood to advanced facial recognition
technology—diffuse through global supply chains to major retailers and even to Western law enforcement
agencies. Our analysis shows that open source investigation and network analysis are effective in identifying
not only the companies from which products of North Korean forced labor are sold but also the mechanisms
through which those goods come to market.

Case Study: Seafood Products
Part I: Employment

Hunchun is a city in Jilin Province, China that is contiguous with both North Korea and Russia. The Jilin
provincial government’s website boasts that Hunchun is near several ice-free ports in Russia and North
Korea that make it an attractive place for export industries that require sea access.’® Over the last decade,
Hunchun officials have designed policies to attract investment from within China and abroad, and some
experts describe Hunchun as a “laboratory” for Chinese-North Korean economic cooperation.! ¥

In July 2017—just before the UN began to implement sanctions against DPRK labor—as many as 30,000 female
North Korean laborers, ages 20 to 35, were rumored to be working in Hunchun.'®® North Korean workers
in Hunchun allegedly earned ¥1,000 to ¥1,500 RMB per month—less than half of wages earned by their
Chinese counterparts—of which 80% was allegedly confiscated by the North Korean government.'® Workers
reportedly operated on three-year contracts, during which they worked under heavy supervision of handlers
and were forbidden from leaving the industrial zone within Hunchun city.'”® Sources stated that the Chinese
companies which managed the sales were located either in Qingdao or Dalian to obfuscate shipment origins
before exporting.!”! Several news outlets have reported instances of local companies employing North Korean
workers in the Hunchun Border Economic Cooperation Zone, an area of the city with special economic
policies designed to attract investment. 't

P AR F Ao 1 ARES

Exam

Image 8. Redacted Foreign Worker Authorization Form for North Korean Worker at Hunchun Pagoda Industry Co., Ltd.,
Confidential Source.

i For background information on regional economic development, see Jilin Province’s Development Zones. Jilin Province
Investment Promotion Net. Retrieved from: http://en.investjilin.com/tzzn/jfq/. Archived at https://perma.cc/4AVUL-EWY8.
ii For example, see Sullivan, T. (2017, October 5). North Korean workers prep seafood going to US stores, restaurants. AP

News. Retrieved from: https:/www.apnews.com/8b493b7df6e147e98d19f3abb5ca090a,/NKorean-workers-prep-seafood-going-to-
US-stores,restaurants. Archived at https://perma.cc/DX77-ZXQP.
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Employment registration documents show that, between October 2015 and October 2017, a 28-year-old North
Korean woman worked at Hunchun Pagoda Industry Co., Ltd. 345 %3552\ PR 2y 7)), a seafood processing
plant located in the Hunchun Border Economic Cooperation Zone.'”> Her employment authorization form
contains the seals for two companies: Hunchun Pagoda, her employer, which submitted an application for
foreign worker authorization, and Yanbian Fengwu Business Intercommunication Co., Ltd. (%€ iIHFE R
SR8 A PR 5 T2 H]), which is listed as an “authorizing agent.”'® While Hunchun Pagoda and Yanbian
Fengwu are Chinese companies, both stamps include each company’s Chinese and Korean names.'”

sxpi.e/SE R | B
Image 9. Hunchun Pagoda Industry Co., Ltd. Company Seal, Confidential Source.

According to the Chinese business registry, Yanbian Fengwu is a state-owned company located in the Tumen
Economic Development Zone that acts as a labor affairs agent.!”® Corporate filings also indicate that the
Tumen Economic Development Zone Management Committee ({14855 % XA FHZE 514Y) and Tumen
Municipal Finance Bureau (/1B J5) function as company officers.”® The specific relationship between
Yanbian Fengwu and Hunchun Pagoda is not immediately clear from the employment registration form
alone.

Part II: Network Analysis
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Figure 6. Overlapping Directors of Companies that Employ North Korean Workers in Hunchun
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Corporate registry filings further show that Hunchun Pagoda had overlapping shareholders and directors with
at least one other company that was reported to employ North Korean workers. Hunchun Pagoda’s owners, Li
Shuying (Z=#{3) and Zhu Qijin (4R J84), were also listed as owners and managers of Hunchun Dongyang
Seafood Industry & Trade Co., Ltd. FEHE LG THAPRLYH]), a second seafood processor that lists
Hunchun Pagoda as a shareholder and that the Associated Press reported was employing North Korean
workers."”” 1% Li Shuying and Zhu Qjjin also owned and managed a company called Dalian Pagoda Seafood

(REXR A PR F]), which processed several Hunchun Pagoda shipments to the United States.!*® 2

On a Chinese supplier’s website, Dalian Pagoda lists an address in White Plains, New York and lists Catherine
Kourakos as the company’s contact person.?’! The New York Department of State shows that Pagoda USA,
which consigned for shipments from Dalian Pagoda, is registered at the same address and that Catherine
Kourakos is the CEQ.2*

Part III: Trade

Commercially available Chinese import records show that Hunchun Pagoda consigned for 139 shipments
into China worth more than $42 million USD between February 2013 and January 2017. Of these shipments,
approximately 66% were sourced from North Korea, and 32% were from Russian suppliers. One such supplier

is Yuzmorrhybflot Joint Stock Company (AO “IOKMOPPDBIBDJIOT?”), a Russian seafood processor that
was authorized to employ a total of 661 North Korean workers between 2015 and 2017.

Chinese export data estimates that Hunchun Pagoda has sent 402 shipments valued at over $75 million
USD between March 2013 and December 2017.2 United States import data estimate that Hunchun Pagoda
sent 77 shipments to the United States, the most recent being on November 9, 2017.2°* The data further
show that a full 52 of the 77 shipments (68%) were sent to The Fishin’ Co., which supplies retailers and
food service companies like Walmart worldwide.?® Those 54 shipments represent a small proportion of The
Fishin’ Co.s imports: US import data show that the company received over 12,000 shipments from more
than 350 suppliers between July 7, 2007 and May 15, 2018.2° In an October 2017 article by the Associated
Press, The Fishin’ Co. stated that it had “cut its ties with Hunchun processors and got its last shipment this
summer.”*” However, US import records indicate that The Fishin’ Co. consigned for two shipments from
Hunchun Pagoda on October 13, 2017, one week after the Associated Press article was published.?®

Commercially available shipment records show that more than half of Hunchun Pagoda’s shipments to the
United States were either processed or packaged by companies that share directors or shareholders with
either Hunchun Pagoda or its international distributor, Hong Kongregistered Ocean One Enterprise?®:
Hunchun Dongyang Seafood & Trade Co., Ltd., which also reportedly employed North Korean workers?'® ;
Dalian Pagoda Seafood Co. Ltd.; and Dalian Chengxin Seafood Co., Ltd. (K ZEIREZE =25 A R A H).2!
212 Furthermore, Dalian Pagoda Seafood, which has overlapping directors and shareholders with Hunchun
Pagoda, also sent the majority of its US-bound products to The Fishin’ Co., the primary consignees of
shipments from Hunchun Pagoda.?® 2 US import data estimate that Dalian Pagoda has sent 229 shipments
to the United States between December 8, 2007 and September 17, 2017.2"® The Fishin’ Co. consigned for

193 of those shipments (84%).2'°

iii Foreign worker authorization data are sourced from the Russian Ministry of Labor. Documents held by author. The
open source contains photos from within the Yuzmorrhybflot plant that show women processing seafood in front of Korean
names written in Cyrillic: Alexhitrov. (2015, June 13). "/lo6podaot” B Haxoake - TaBHBIN HOCTaBIIMK KOHCEPBUPOBAHHON
catipst Ha pusiaBku Poccnu ["Dobroflot” in Nakhodka - the main supplier of canned saury on the shelves of Russia] [Blog Post].
Livejournal. Retrieved from: http://alexhitrov.livejournal.com/374673.html. Archived at https://perma.cc/4699-J2W2. Russian
court documents also detail that the firm has previously hired North Korean workers “in violation of migration law.” For more
information, see Judicial and regulatory acts of the Russian Federation. Sudact. Retrieved from: http://webcache.googleusercontent.

com/search?q=cache:CKA3HqByU_s]:sudact.ru/arbitral/doc/SnYTMccBBMQt/+&cd=16& hl=en&ct=clnk&gl=us%205/14
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Case Study: Textiles
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Image 10. Dandong Municipal Government Website Post (September 11, 2017)*7

On September 11, 2017—the day the United Nations prohibited member states from signing new employment
contracts with North Korean workers—the Dandong municipal government wrote that a group of textile
industry experts and officials had visited four Dandong companies and discussed, among other things, the
obstacles to employing North Korean workers. One of the companies visited was Dandong Yuhao Garment

Co. Led. (FF4&R B2 IR A R H]).v 18

Dandong Yuhao Garment is the subsidiary of the Dandong-based Liaoning Yuanzhou Industrial Group Co.
Led. G sl SEFIAFR A F]). As first reported in an investigation by NK Pro, Liaoning Yuanzhou
Industrial Group was described on a business-to-business website as employing more than 900 North Korean
workers under a previous name.?"” On its website, Liaoning Yuanzhou Industrial Group lists 18 “cooperation
brands” in the United States, South Korea, China, Sweden, Hong Kong, and Switzerland.?”® Liaoning

Yuanzhou Industrial Group also states that it has an office in Los Angeles.?*!

US import records show that Liaoning Yuanzhou Industrial Group sent seven shipments to the United States
between January 15, 2016 and May 21, 2018." Commercially available US import records further indicate that

iv In another post nine days earlier, the Dandong municipal government had offered a rare, descriptive official statement about
the number of North Korean workers in its Dagushan Economic Zone, where Dandong Yuhao Garment is located. The government
wrote that Dandong hosts between 10,000 and 12,500 North Korean workers in the Dandong Dagushan Economic Zone in groups
of approximately 150, the biggest group with 1,000 workers. The groups contain factory workers, political instructors, factory
directors, technicians, translators, cooks, doctors and more, which are self-managed. Workers are not allowed to leave. Workers earn

¥1600-¥1800 RMB per month, work 12-14 hours per day, rest two to four days per month in addition to North Korean holidays
and Spring Festival (which do not exceed 10 days per year). Before arriving in China, North Korean workers must undergo political
examinations, and they receive training in textile processing and production. The website emphasized the discipline and abilities
of North Korean workers as a selling point for investment in the Dandong Dagushan Economic Zone. The online post further
stated that approximately 2,000 North Korean workers are in the Dagushan Economic Zone’s textile industrial park between three
unnamed companies. See KPRIIZTRAREEFSIIFE [Dagushan Textile and Garment Industry Project]. Dandong government
website. Retrieved from: http://zhaoshang.dandong.gov.cn/html/80/20172/a9b7ba70783b617¢9998dc4dd82eb3c5.html. Archived
at https://perma.cc/NZ57-CGLD.

v Liaoning Yuanzhou Industrial Group appears as two different companies in the commercially available trade dataset:
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five companies have consigned for the Liaoning Group’s US-bound shipments, all of which are reportedly
located in California and share overlapping corporate identifiers. Two of those consignees appear in the
California business registry: Style Vibe Inc and Millan Stylee USA, Inc.?”> Both companies are listed at

addresses near Los Angeles.???

According to corporate registry filings, Style Vibe Inc’s chief financial officer, Jane Zhuyan Jin, shares the
name of the chief executive officer of Millan Stylee USA, Inc.?** Registration documents further show that
Style Vibe Inc was founded by Zhuguang Jin." 22> While US filings do not contain Chinese characters,
Zhuguang Jin matches the romanization of the director Jin Zhuguang (4 4)t) of the Liaoning Yuanzhou
Industrial Group subsidiary Dandong Yuanzhou Trading Co., Ltd. (F}ZRIEFHAE S A FR A H]).22° California
property deeds show that a Zhuguang Jin previously shared a house in Diamond Bar, California with Jane

Zhuyan Jin as a “single, unmarried cohabitant.”?’

The name Jin Zhuguang also appears as a director for two companies within the network that are listed in
ownership records for a North Korean-flagged vessel. Chinese corporate registry documents show that a Jin
Zhuguang is a shareholder of Dandong Yuanzhou Trading Co., which—according to vessel ownership records
on Equasis—is registered as the owner of the cargo ship Hwang Gum Phyong 2.V' Equasis records also list
Dandong Yuanzhou Trading Co.’s address as “care of Korea Puksong Shipping Co., Ltd.,” a company located
in North Korea.?”® A Chinese registry aggregator further shows that a Jin Zhuguang was formerly a director
of Dandong Sanjiang Trading Co., Ltd. (FFZ& i =114 5 A PR 4 H]), a company that reported a $38 million
USD trade volume in 2012 and previously owned the vessel. 22 2° The same records show that Dandong
Sanjiang Trading was previously owned by the now-dissolved Chinese-North Korean joint venture Beijing

Shengli Sanjiang Economic & Trade Co., Ltd. (bR =T 45 A PR /A ), which also listed a person

named Jin Zhuguang as a director.?’!

“Liaoning Yuanzhou Industries” and “Wuxi Three Dove Clothing.” “Liaoning Yuanzhou Industries” displays shipments from only
US import records and is listed with a phone number that also appears on Liaoning Yuanzhou Industrial Group’s website. “Wuxi
Three Dove Clothing” displays shipments from only Chinese export records and is listed with a Chinese name that is identical
to the Chinese business registry filing for Liaoning Yuanzhou Industrial Group. Chinese export records listed with “Wuxi Three
Dove Clothing” indicate nearly $20 million USD of shipments between March 2015 and December 2017. See Profile of Liaoning
Yuanzhou Industries. Commercially available trade data. Documents held by author.

vi Obtained US import records estimate that Liaoning Yuanzhou Industrial Group exported seven shipments to the United
States between January 15, 2016 and May 21, 2018. The data indicate that US Print N Pack has consigned for only one shipment to
the United States from Liaoning Group, which was on May 21, 2018. US import records indicate that the following four California
companies consigned for the Liaoning Group’s remaining US-bound shipments between January 15, 2016 and April 3, 2017: Style
Vibe Inc. (CONSIGNEE 1), Millan Stylee Usa Inc. (CONSIGNEE 2), Style Vibe Inc. (CONSIGNEE 3), and Millan Sytlee Usa Inc.
(CONSINGEE 4). Records indicate that the four consignees share overlapping identifiers. CONSIGNEES 1, 3, and 4 list identical
addresses in Vernon, California. CONSIGNEES 1 and 4 list identical phone numbers. CONSIGNEES 1 and 3 list identical names
and addresses. Company searches in the California business registry yield search results for two companies: “Style Vibe Inc” and
“Millan Stylee USA, Inc.” California registry documents held by author. Profile of Liaoning Yuanzhou Industries. Commercially
available trade data. Documents held by author.

vii Chinese convention for names places last name before first name. Following English conventions, most American
documents place first name before last name. Additionally, different documents will often use varied conventions for capitalization
and spacing between syllables.

viii This could constitute a violation of paragraph 20 of UNSCR 2270. See S/RES/2270 (2016). Retrieved from: http://
undocs.org/S/RES/2270(2016)

ix As NK Pro first observed, in 2012, the Chinese Ministry of Commerce determined that Dandong Sanjiang Trading
Co., Ltd. had the 308" largest trade volume in China, only 101 spots below OFAC-sanctioned Dandong Hongxiang Industrial
Development Co., Ltd. See Liang, H. (2012, August 24). 201271 [E X4 5 B & 50058 4 [k 44 2% A 2012 China Foreign Trade
Top 500 Private Enterprises List Released]. Do News. Retrieved from: http://www.donews.com/dzh/201208/1484369.html.
Archived at https://perma.cc/4E73-KPXX. For NK Pro’s investigation, see Byrne, J., & Byrne, L. (2018, January 15). Dandong
company involved in coal, North Korean labor, and shipping clothes to U.S.: investigation. NK Pro. Retrieved from: https:/www.
nknews.org/pro/dandong-company-involved-in-coal-ships-north-korea-labor-and-shipping-clothes-to-the-u-s/. Archived at https://
perma.cc/7WQ2-Z5EY.
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IMO number :
Name of ship :

Call sign :
MMSI :

Gross tonnage :
DWT :

Type of ship :
Year of build :
Flag :

Status of ship :

Last update :

Information

8520719

HWANG GUM PHYONG
2

HMYTY
445461000

1417

1572

General Cargo Ship
1986

Korea Democratic Republic
In Service/Commission

07/06/2017

Since
(since
01/03/2015)
(during 2003)
(during 1986)
(since
01/06/2011)

(since
10/06/1986)

Dispatched

IMO Role

5571305  Ship manager/
Commercial
manager

5571305  ISM Manager

5856372 Registered
owner

Name of company

KOREA PUKSONG
SHIPPING CO

KOREA PUKSONG
SHIPPING CO

DANDONG YUANZHOU
TRADING

Image |1. Equasis Records for Hwang Gum Phyong 2

Address Date of
effect

Chilgol 2-dong, before
Mangyongdae-guyok, 03/2016
Pyongyang, North Korea.
Chilgol 2-dong, since
Mangyongdae-guyok, 01/03/2016
Pyongyang, North Korea.
Care of Korea Puksong before
Shipping Co , Chilgol 03/2015

2-dong, Mangyongdae-
guyok, Pyongyang, North
Korea.

A maritime intelligence platform shows that the Hwang Gum Phyong 2 last transmitted its location on

November 25, 2017 from China’s Exclusive Economic Zone approximately 12 hours after calling port in

Ryongampo, North Korea.?*? Historical vessel path data indicates that the ship has exclusively called port in

either North Korea or China since at least June 27, 2013, the earliest port call on record.*?
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Image 12. Historical Vessel Path for Hwang Gum Phyong 2 (March 2013 to November 2017).
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Case Study: Sensitive Technologies
Part [: DPRK Restaurants in Vietnam

Open source investigation identified DPRK restaurants listed at five locations in Vietnam. On April 25,
2018, a South Korean blogger uploaded pictures from her trip to once such restaurant, Koryo Restaurant
(Nha Hang Koryo; 1124 Al in Hanoi.”** In a post about her dining experience, she included pictures of a
business card for the restaurant, her food with restaurantbranded plastic wrap, and a receipt for her meal.
The pictures showed that branded materials distributed within the restaurant used the names of multiple
different North Korean restaurants and listed inconsistent information about both the restaurant’s address
and contact information.

saae | 48, 1349

“'%"gm Kool Nha Hang (BBQ)

1A A

NHA HANG TRIEU TIEN

3

29

11
6l

HP 016-3640 sm TeI:M—3795-62(>4

Image 13. Blogger Photos from Koryo Restaurant in Hanoi, Vietnam?*

For example, the business card for Koryo Restaurant contained two different addresses. The first address, S6
7 L6 13B Phd Trung Hoa, was printed on the back of the card with a small diagram of surrounding roads.*
The second address, S6 61 Phé Trung Hoa, was handwritten over a printed address on the front of the card.
It is plausible that within the last two years Koryo Restaurant has relocated from the S& 7 Lo 13B to Sé 61
location: a September 30, 2016 image on the restaurant’s Facebook page shows the address S6 7 Lo 13B Phé
Trung Hoa on its storefront, but news footage and images posted online as recently as April and May of 2018
show a storefront with the address S& 61 Phé Trung Hoa.* 2%

Additionally, multiple items within Koryo Restaurant also appear to use different corporate names, including
one similar to that used by a North Korean restaurant in Ho Chi Minh. For example, the address, Korean
and English names, and phone numbers of the Ho Chi Minh-based Korea Ryu Gyong Restaurant (Nha Hang
Ryu Gyong Trieu Tién; ZM B4 A& appear on the blogger’s receipt allegedly tendered at Koryo Restaurant
in Hanoi, nearly 1,000 miles away.X In another picture of the blogger’s entrée, a plasticwrapped towelette
displays a Korean name and Vietnamese address that match Koryo Restaurant in Hanoi, but it appears to use

X The address also matches that which appears repeatedly on posts from 2016 on a Facebook profile for Koryo Restaurant
with a logo nearly identical to that which appears on the business card. The profile also indicates that the restaurant updated
its address as recently as October 14, 2017. See Nha Hang Koryo Facebook profile. Retrieved from: https://www.facebook.com/
nhahangkoryo/. Archived at https://perma.cc/A2R4-77K4.

Xi It is also possible that there are two distinct restaurants. Subsequent investigation is required to determine with full
certainty the relationship between businesses operating at both addresses.
xii The Vietnamese name may also reference a now closed North Korean restaurant in Hanoi. According to Google Maps, the

restaurant Ryu Gyong Quan Triéu Tién was listed at A30/D11 Khu d6 thi méi P, Dich Vong, Cau Gidy, Ha Noi, Vietnam. (See https://
www.google.com/maps/place/Ryu+Gyong+Qu%C3%A In+Tri%E1%BB%81u+Ti%C3%AAn/@21.032069,105.790827,17z/
data=!4m5!3m4!1s0x3135ab48974{7873:0xc8f698e4c7b0a3a2!8m2!3d21.032064!4d105.7930157) This address appears in the open
source as a previous address for Mudo Vina Co., Ltd., the company run by Kim Jong Gil that is registered to the previous address of
Koryo Restaurant. See Cong ty TNHH Mudo Viét Nam [Mudo Vietnam Co., Ltd]. Ho So Vietnam Website. Retrieved from: http://
www.hosovietnam.com/cong-ty-tnhh-mudo-vietnam-495341.html. Archived at https://perma.cc/8TEZT326.
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a Vietnamese name similar to that of the DPRK restaurant in Ho Chi Minh.*" This inconsistent information
suggests that there could plausibly be coordination in operations between the North Korean restaurants.
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Images 14 & 15. Left Koryo Restaurant Storefront (September 30, 2016). Source: Nha Hang Koryo Facebook Profile Right: Koryo
Restaurant Storefront (May 2018). Source: Google Maps.

While, as in China, the Vietnamese registry does not appear === ' %;ijz;,;;" "
to contain any companies with names that match the DPRK ‘i 8ol Y N, ¢
restaurant storefronts, it does contain companies registered to » E Ak | oe E A
identical addresses. Hanoi-based Koryo Restaurant’s first address, ~ ( fpt = A o
S6 7 Lo 13B Pho Trung Hoa, is identical to the registered address = fheEm s
for Mudo Vina Co., Ltd. (Cong Ty TNHH Mudo Viét Nam; also i;*‘ g =
known as Mudo Vietnam Co., Ltd.), a restaurant and catering === ;.é

company that lists North Korean national Kim Jong Gil as a :‘ s G

legal representative.”” Ho Chi Minh-based Korea Ryu Gyong E;::; \:2 S I T
Restaurant’s address is identical to the registered address for Phan :i S — T
Minh FMC-V.N. Trading Co., Ltd. (Cong Ty TNHH Thwong Mai j b —}

Phan Minh FMC-V.N), a company that lists Cao Ngoc Minh as - : i ; :

its legal representative.””® Domain registration records show that = S

Phan Minh Trading is also the registrant of the Korea Ryu Gyong )
Image 16. Receipt Allegedly Tendered at Koryo

b . . . . 2’59
Restaurant’s website http://nhahangtrieutien.com/. Restaurant in Hanoi (April 2018)

Subsequent investigation finds that several Korea Ryu Gyong Restaurant identifiers also appear on the website

240 For

of a company called Truong Phu Group Joint Stock Company (Cong Ty C6 Phan Group Truwong Phu).
example, on its main page, Truong Phu Group lists the address for Korea Ryu Gyong Restaurant—and thus

Phan Minh Trading—as its address in Ho Chi Minh. Additionally, Truong Phu Group lists a phone number

xiii Ibid.
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identical to the one that appears on the Korea Ryu Gyong Restaurant paypign THEO PHAP LUAT
receipt, which the blogger allegedly received at Koryo Restaurant in Hanoi. CUA DOANH NGHIEP

Most overtly, however, the website’s restaurant page redirects to Korea
Ryu Gyong Restaurant’s website. Beyond restaurant management, Truong
Phu Group claims to engage in several industries including international
transportation, construction projects, and international trading.

Commercially available trade records show that Truong Phu Group Joint

Stock Company has made 18 shipments between December 9, 2013 and ~ Image I7. Kim Jong Gil Signature

February 14, 2018 to only one consignee, a Texas company.?*! on Mudo Vina Co,, Ltd. Seal

Announcement
4. Name of owner
Full name: KIM JONG GIL Gender: Male
Date of birth: 01/08/1973  Ethnic background: Nationality:North Korean

Image 18. Kim Jong Gil Identifiers Listed on Mudo Vina Co., Ltd. Business Registry Filing

Part II: Freelance Profiles and Social Media

On Vietnamese corporate registry documents, Truong Phu Group lists Nguyen Xuan Trung as its legal

2% Open source investigation finds that the name Nguyen Xuan Trung is used for an Upwork

representative.
account with the username kjgl97318, which appears to correspond to both the initials of the Hanoi
restaurant’s owner Kim Jong Gil and his date of birth as it appears on a Mudo Vina Co., Ltd. business
filing. 28 On his profile, the user Nguyen Xuan Trung is described as a “computer vision expert” with more
than 10 years of experience.’** The user offers products and services such as image processing, C and C++
programming, Android and iOS app development, facial recognition technology, automatic license plate
recognition programs, and optical character recognition software.’® As a work sample, the user posted an

English-language demo video produced by the Australian company Strategic Systems Alliance.*

30 FACIAL RECOGNITION

Image 9. Screenshots from Strategic Systems Alliance Promotional Video on Upwork Account for “Nguyen Xuan Trung”
(Username kjgl197318)

On Elance, a now-closed freelancing platform that rebranded as Upwork in 2015, the name Nguyen Xuan
Trung appeared with a similar user picture and provided identical thumbnail pictures as work samples.?*¢

On Freelancer.com, the user for the now-closed account kjgl97318 displayed a computer-generated image,

247

indicated he was located in Vietnam, and signed messages with the name “Richard Minh.”?* The user also

xiv While the user on the profile lists the name “Nguyen Xuan T.,” the profile’s URL is “https://www.upwork.com/fl/
nguyenxuantrung.”
XV Profile of Nguyen Xuan T. Upwork. Retrieved from: https://www.upwork.com/fl/nguyenxuantrung. The video not only

bears the logo and branding of Strategic Systems Alliance but also appears on a Youtube account called “Strategic Systems Alliance.”
See Strategic Systems Alliance. (2015, February 14). SSA Recall 3D Facial Recognition Demo [Video File]. Retrieved from: https://
www.youtube.com/watch’v=bSMVvdXIcJA. Archived at https://perma.cc/6AAK-SD6N.
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posted several thumbnail work samples that are identical to those that Nguyen Xuan Trung used on Elance.

O T e
Image 21. Sample Work Thumbnails on Elance Profile of Nguyen Xuan Trung (Username kjgl97318)

The name Richard Minh also appears on several plausibly related social media accounts. On Skype, a user
named Richard Minh registered the email address kjgl197318@hotmail.com and lists his location as Hanoi,
Vietnam. On LinkedIn, a user named Richard Minh is listed as a programmer for the company Mudo
Vida Co., Ltd., the company run by Kim Jong Gil and registered to an address used by Koryo Restaurant in
Hanoi " And on Facebook, the email address kjg197318@gmail.com is associated with a Facebook profile for
a user named “Man Rich,” who has interacted with a user Richard Trung whose pictures match those used on
other profiles for Nguyen Xuan Trung.?*® 2* The user Richard Trung posted several pictures from what appear
to be both the Koryo Restaurant in Hanoi and the Korea Ryu Gyong Restaurant in Ho Chi Minh City.*! His
profile indicates that he lives in Hanoi.

Images 22, 23 & 24. Left: Facebook Profile Picture of User Richard Trung. Center: Upwork Profile Picture of User Nguyen Xuan
Trung. Right: Elance Profile Picture of User Nguyan Xuan T.

Two Guru.com accounts also use the same thumbnail work samples to offer similar products and services
under possibly stolen identities. Images 20 & 21 appear as work samples for the user Travis Timothy Yates,
who is listed as living in Norway.?>® Similar images also appear as work samples for the user Richard Minh,
who describes himself as a “computer experts team manager” based in Hanoi, Vietnam with a team that has
completed projects in facial recognition, automatic number plate recognition, logo detection, and more.?!
Subsequent investigation suggests that both profiles may use stolen identities. "

xvi The LinkedIn profile uses the name “Mudo Vietnam Company Limited,” which is an alternative name for the company
that also appears on its Vietnamese registry filing. See Profile of Richard Minh. Linkedin. Retrieved from: https://www.linkedin.
com/in/richard-minh-5b5a7583/

xvii On December 23, 2016, Richard Trung posted pictures from his 42" birthday celebration, which include a towelette
wrapper and waitress nametags that appear to display the same Koryo Restaurant logo that appears on the previously mentioned
business card and restaurant Facebook page. In March 2016, Richard Trung posted four photos that he tagged at the Korea Ryu
Gyong Restaurant in Ho Chi Minh City. See Profile of Richard Trung. Facebook. Retrieved from: https://www.facebook.com/
richard.trung.1

xviii For example, Richard Minh’s Guru headshot appears to be of a French venture capitalist.
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Part III: Connection to Glocom

Futul‘e About Products

BEUTURERIECHIGROUE

— ——

mu!m,:(

TECHNOLOGIES ar i

Image Processing

Future Tech Group is mastering image processing technology, one of the
advanced technologies in software development. Future Tech Group has
developed serveral image processing applications that are popular with
customers. You can visit and test the applications, order products.

0:00/1:22

Image 25. Screenshot from Home Page of future-techgroup.com

Open source investigation finds that the same thumbnail work samples used on kjg197318-associated freelance
accounts also appear on a website directly linked to Global Communications Co., a Malaysian front company
colloquially known as “Glocom” that—as a 2017 Reuters investigation showed—North Korean operatives used
to sell battlefield radio systems to military organizations around the world.?®> On future-techgroup.com., a
company called Future Tech Group used the same thumbnail images to advertise a wide range of advanced
technology products, including facial recognition software, machine translation tools, license plate readers,
and more, some of which, it claims, are used by Australian and Turkish police forces.*”®

POWERFUL & EXPERIENCED Info-Tech Community

Image Processing

Image 26. Slider from Archived Website of future-techgroup.com

Domain registration records show that future-techgroup.com shares an IP address and name server with
glocom-corp.com, Glocom’s active website.*™ The two websites are the only two registered to its IP address,
and future-techgroup.com uses glocom-corp.com as its name server.”’* As the James Martin Center for
Nonproliferation Studies first noted, future-techgroup.com has an expired SSL certificate that is self-signed

Xix Both websites use glocom-corp.com as their name servers and are registered to the American IP address 192.254.128.89.
See Whois Domain Tools for Future-TechGroup.com. Retrieved from: https://whois.domaintools.com/future-techgroup.com
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by Glocom and contains an

animated promotional video that 1 1
. L. . ) I—— Possibly same as Profile for Possible owner of — b 4
uses as audio a rendition of Bill ' ? ‘

Conti ’S “Gonna Fly NOW”—the Nguyén Xuan Trung Nguyen Xuan T kig197318 Kim JC‘"‘Q Gil
Founder OF

Ro Cky theme song—performed Lgsgl ;represe ntative Of Same work samples Legal Representative OF

by North Korea’s Moranbang

Band, an all-female North Korean

music group.””® Future Tech’s a a—sm'”""m a

websi laims that th mpany’ [ [
ebsite claims that the companys  uong i Group soint Glabal Communications Future Tech Group Mudo Vina Co., Lid
Stock Company (Cong Ty Co (Glocom)

facial recognition software won ©@PmnGreupTuong Pai)

second place in the 2015 Intel® aoress Sharea Adaress
RealSense™  App  Challenge.
However, Intel’s website states

. Financial affiliation
that the award was given to the a with
Australian company Strategic Kur;:;gﬁrs%ung ANALYSIS POWERED BY Knry‘?':tesna]uram
|anol]
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Systems Alliance, and it shows Q Palantir

the same promotional video that o ] ,
Figure 7. Relationships Between DPRK Restaurants, Vietnamese Companies, Freelance

appears on Nguyens Upwork Profiles, Future Tech Group, and Glocom

account.?>®
Part I'V: Diffusion to Western Markets

News reports show that Strategic Systems Alliance, which may have unknowingly acquired Future Tech
goods, has appeared as a vendor at law enforcement technology expositions in the United States, United
Kingdom, and elsewhere. For example, in 2016, Strategic Systems Alliance appeared as a vendor at the
United Kingdom’s 2018 Security & Policing Home Event. The event is organized by ADS, “the premier
Trade Organisation for all companies operating in the UK Aerospace, Defence, Security and Space sectors,”
and hosted by the UK’s Centre for Applied Science and Technology.?” #°® At the event, Strategic Systems
Alliance showcased “intelligent body worn video system that combines real time video streaming over LTE
with Blue Force Tracking, Facial Recognition, Automated Number Plate Recognition, and Integrated GPS.”*”
By all indications, SSA, upon learning of any potential involvement with North Korean entities, severed such
relationships and immediately reported them to the relevant authorities. C4ADS uncovered no evidence that
SSA knowingly engaged in any illegal activity.

Kjg197318-associated programmers sold their products and services to customers around the world through
online freelance marketplaces. On Freelancer.com alone, kjgl97318 either completed or was offered 89
freelance projects for clients in 35 countries including the United States, United Kingdom, Australia, France,
and Germany.”®® The projects involved developing websites, mobile phone applications, license plate readers,
optical character recognition software, object classification programs, and facial recognition technology.?®!
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Conclusion & Recommendations

Open source investigation and network analysis are effective tools for studying the system of North Korean
overseas labor. Our analysis shows that the people and companies that facilitate North Korea’s overseas
labor program exhibit observable operational patterns within Russia and China—historically its two most
important jurisdictions—that can empower law enforcement, industry, and civil society organizations to better
identify suspicious behavior. This creates a powerful opportunity for the international community: interested
stakeholders are equipped with both counterproliferation and forced labor law to drive action against North
Korea’s overseas labor networks. By highlighting convergence between North Korea’s procurement operations
and overseas labor program, we demonstrate that, by applying the right investigative methodologies, concerned
observers can wield a wide range of legal instruments to disrupt North Korea’s overseas operations. We also
show that private industry faces a relatively large compliance risk and reputational hazard if—knowingly or
otherwise—it facilitates or makes use of North Korean labor in its business activities.

While the Countering America’s Adversaries Through Sanctions Act creates several mandatory sanctions on
foreign persons that employ North Korean workers, relatively few have faced action by law enforcement for
their involvement in DPRK labor. One possible explanation is that research and writing on DPRK overseas
labor to date has seldom mentioned specific entities. And as we found in our research, even when reports
do identify a person or company, it is difficult to determine with certainty whether or not an instance of
reported North Korean labor remains active over time. We argue that by viewing North Korea’s overseas
labor program in the context of commercial and financial networks, law enforcement and civil regulators
can better prioritize targets for focused investigation by using metrics like network size, connections to other
people and companies that employ North Koreans, or proximity to North Korea’s broader illicit portfolio.
Understanding network features and operational patterns—including names that appear regularly on North
Korean companies across languages and jurisdictions—can accelerate compliance screening processes and
thereby ensure that the law is more robustly employed to disrupt a key proliferation finance stream of the
Kim regime.

While United Nations Security Council Resolutions may currently allow North Korean laborers to continue
working on some employment contracts, DPRK labor sites may often violate a number of other provisions in
international law. For example, a significant number of companies that employ North Korean workers continue
to operate as joint ventures, and in many cases, DPRK nationals are registered as the legal representatives,
directors, and shareholders of local companies, which may constitute a cooperative entity with the DPRK
and therefore violate paragraph 18 of USNCR 2375. Additionally, officers of companies that employ North
Korean workers also operate informal banks, own North Korean-flagged vessels, and engage in commodity
and technology trade with North Korea through other locally registered companies, which may violate several
other UNSCR provisions. As such, law enforcement and civil regulators in the United States and beyond are
well positioned to apply the law against North Korea’s forced labor operations well before the December 22,
2019 deadline for worker repatriation.

Law enforcement should take a network view of DPRK overseas labor operations because doing so can
uncover yet unidentified nodes in North Korea’s broader illicit portfolio. A labor program necessarily requires
a visible physical presence in a fixed location, which, given the Kim regime’s insistence on heavy surveillance
and tight security, is often particularly conspicuous. And in order to comply with local law and participate
in the local economy, operators must register businesses, trade in local currency, use local transportation,
and open bank accounts through either North Korean agents abroad or trusted local intermediaries. Heavy
surveillance requires significant resource investment, which creates an economic incentive to co-locate a
variety of commercial operations at one single location. Our analysis demonstrates that even when companies
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which employ North Korean workers maintain decentralized corporate ownership structures, they operate at
a limited number of physical locations, from which they also conduct other illicit revenue-generating activity
on behalf of the regime. Investigators in media, industry, and government should therefore take advantage of
the labor program’s inherent visibility at fixed addresses to map, track, and ultimately drive action on North
Korea’s overseas commercial networks.

North Korea’s IT workers abroad deserve renewed attention. Policymakers must understand how high-skilled
IT professionals operate in nonmilitary capacities within extant labor networks to hone their programming
skills and access the global IT infrastructure. While foreign media has long reported that the DPRK exports
IT workers, most English-language academic research and writing on North Korea’s overseas labor program
has largely excluded high-skilled workers from its analysis, even though IT workers, who reportedly face the
similar working conditions but generate significantly more revenue, pose an outsized proliferation finance
risk and cybersecurity threat. The consequences of such an omission cannot be overstated. Like low-skilled
workers, programmers work in exploitative conditions to generate hard currency for the regime, but they do
so by selling an array of online products and services as benign as characters for videogames and as sensitive
as facial recognition software for Western law enforcement bodies. Other countries provide North Korea
with vital access to the Internet, and by developing products for Western clients, North Korea’s dispatched IT
workers locate bugs in foreign software and improve capacities through iterative product development with
their Western clients. As a result, the Kim regime continues to develop an ever broader and more sophisticated
arsenal of sanctions evasion techniques that allow it to develop its weapons program against the will of
the international community. Our analysis demonstrates that North Korea’s key overseas IT operations are
rooted in the same form of embedded overseas facilitator networks as the rest of the DPRK’s exported labor,
and thus they too can be uncovered and disrupted through open source investigation and network analysis.

That IT workers have been ignored in research to date speaks to a broader problem encountered in our
research: different analysts use different definitions to determine what does and does not constitute North
Korea’s overseas labor, typically because the issue is examined only from a forced labor point of view. But
shared definitions are vitally important to any analysis and law enforcement action. We concede that creating
an accurate ontological framework for North Korea’s overseas labor force is particularly difficult. Since all
work overseas is completely circumscribed by the Kim regime and in service of its financial and weapons
procurement programs, categorical distinctions like “worker,” “student,” and “soldier” are not necessarily
as clear cut or meaningful as they might be in other circumstances: a programming student might also be
forced to work without remuneration at a local North Korean restaurant while using his training in service of
offensive state cyber operations under the heavy surveillance of his handler. To treat this case as only a forced
labor issue or only a military activity would ignore key features of the network’s operation and could therefore
inform a misguided or incomplete policy response. To understand the full implications of exported DPRK
labor—and to capture analytically North Korea’s recent adaptations to local law enforcement action against
traditional labor operations—analysts and policymakers must take a more expansive view of North Korean
overseas labor, one that includes more than just the most visible instances of forced labor as it is traditionally
understood.

We should note that, in emphasizing the security risks of North Korean overseas labor, we do not intend to
elide the human rights violations that are endemic to its operations. North Korean laborers are subject to
abuse that constitutes forced labor by any internationally accepted definition. The ethics become especially
complicated when acknowledging that North Korean laborers abroad earn more than their domestic
counterparts, even when the majority is confiscated, and that working abroad is understood by many as an
honor and path to improved socioeconomic station at home. While these questions are beyond the scope of
this report, policymakers should consider the complicated ethics of DPRK overseas labor when determining
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a course of action. By taking a network analysis approach, law enforcement and industry compliance groups
can refine their targeting capacities in order to disrupt key proliferation finance streams and enforce local
and international labor law.
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