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FOREWORD

Our online lives are advancing constantly. The internet and
rapidly evolving digital communication tools are bringing
people everywhere closer together. Children are increasingly
conversant with and dependent on these technologies, and
the COVID-19 pandemic has accelerated the shift online of
many aspects of children’s lives.

The internet can be a powerful tool for children to connect, explore, learn,

and engage in creative and empowering ways. The importance of the digital
environment to children’s lives and rights has been emphasised by the United
Nations’ Committee on the Rights of the Child in General Comment No. 25!
adopted in 2021. The General Comment also stresses the fact that spending time
online inevitably brings unacceptable risks and threats of harm, some of which
children also encounter in other settings and some of which are unique to the
online context.

One of the risks is the misuse of the internet and digital technologies for the
purpose of child sexual exploitation and abuse. Online grooming, sharing of
child sexual abuse material and live-streaming of child abuse are crimes against
children that need an urgent, multi-sectoral and global response. These crimes
are usually captured in permanent records in the form of digital images or
videos, and are perpetually reshared online, victimising children over and over
again. As risks of harm continue to evolve and grow exponentially, prevention
and protection have become more difficult for governments, public officials, and
providers of public services to children, but also for parents and caregivers trying
to keep-up with their children’s use of technology.

With progress being made towards universal internet connectivity worldwide,

it is ever-more pressing to invest in children’s safety and protection online.
Governments around the world are increasingly acknowledging the threat of
online child sexual exploitation and abuse, and some countries have taken steps
to introduce the necessary legislation and put preventive measures in place.

At the same time, the pressure is mounting on the technology industry to put
the safety of children at the heart of design and development processes, rather
than treating it as an afterthought. Such safety by design must be informed

by evidence on the occurrence of online child sexual exploitation and abuse;
Disrupting Harm makes a significant contribution to that evidence.

1. UN Committee on the Rights of the Child (2021). General Comment No 25 on children’s rights in relation to
the digital environment. UN Doc. CRC/G/GC/25
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The Global Partnership to End Violence against Children, through its Safe Online
initiative, invested US$ seven million in the Disrupting Harm project. Disrupting
Harm uses a holistic and innovative methodology and approach to conducting
comprehensive assessments of the context, threats and children’s perspectives
on online child sexual exploitation and abuse. This unprecedented project draws
on the research expertise of ECPAT, INTERPOL, UNICEF Office of Research -
Innocenti, and their networks. The three global partners were supported by
ECPAT member organisations, the INTERPOL National Central Bureaus and the
UNICEF Country and Regional Offices. It is intended that the now developed
and tested methodology is applied to additional countries around the world.

Disrupting Harm represents the most comprehensive and large-scale research
project ever undertaken on online child sexual exploitation and abuse at a
national level and has resulted in 13 country reports and two regional reports.
It provides the comprehensive evidence of the risks children face online, how
they develop, how they interlink with other forms of violence and what we can
do to prevent them.

The findings will serve governments, industry, policy makers, and communities

to take the right measures to ensure the internet is safe for children. This includes
informing national prevention and response strategies, expanding the reach

of Disrupting Harm to other countries and regions, and building new data and
knowledge partnerships around it.

Disrupting harm to children is everyone’s responsibility.

P

Dr Howard Taylor
Executive Director
End Violence Partnership
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NOTE FROM THE THAI GOVERNMENT

The Ministry of Digital Economy and Society (MEDS), Thailand is very

pleased that ECPAT, INTERPOL, and UNICEF Office of Research - Innocenti,
with the support of the Global Partnership to End Violence Against Children,
completed a study on online child sexual exploitation and abuse in Thailand:
Disrupting Harm in Thailand.

Disrupting Harm in Thailand provides important academic evidence that
enhances understanding of the situation of online child sexual exploitation
and abuse as a crime against children. It includes recommendations for law
enforcement and provides perspectives from children and families on their
experiences using the internet.

As a major threat and challenge, the issue of tackling online child sexual
exploitation and abuse in Thailand requires knowledge, innovation, tools,
and cooperation from all sectors, both domestically and internationally.
This report can be used as evidence for increasing awareness, advocacy,
policy development and implementation plan at operational levels, digital
infrastructure development for online safety as well as promoting increased
capacity of law enforcement to counter threats in a borderless digital world.

The Ministry of Digital Economy and Society would like to thank and
congratulate the Disrupting Harm partners with this crucial achievement
and sincerely hopes that various agencies, including government, private
sector, civil society organisations, academic institutions, members of the
public will benefit greatly from this study in order to build a safe and secure
digital society for children with concrete results in the future.

%&N‘ PM ~
Mrs Ajarin Pattanapanchai

Permanent Secretary
Ministry of Digital Economy and Society

27 December 2021
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EXECUTIVE SUMMARY

Funded by the Global Partnership to End Violence against Children, through its
Safe Online initiative, ECPAT, INTERPOL, and UNICEF Office of Research - Innocenti
worked in partnership to design and implement Disrupting Harm- a research
project on online child sexual exploitation and abuse (OCSEA). This unique
partnership brings a multidisciplinary approach to a complex issue in order to

see all sides of the problem. OCSEA refers to situations that involve digital or
communication technologies at some point during the continuum of abuse or
exploitation; it can occur fully online or through a mix of online and in-person
interactions between offenders and children. The Disrupting Harm research was
conducted in six Southeast Asian countries, including Thailand, and seven Eastern
and Southern African countries. Data were synthesised from nine different research
activities to generate each national report which tells the story of the threat, and
presents clear recommendations for action.

Children’s internet use

Internet use is widespread among children and
adolescents in Thailand. An estimated 94% of
12-17-year-olds are internet users, meaning they
used the internet in the past three months. Almost
all internet-using children in Thailand go online at
least once per day. Like children in other parts of
the world, smartphones are by far the most popular
devices used to go online among 12-17-year-olds

in Thailand.

Fifty-five percent of children can go online whenever
they want or need, without facing any barriers. For
the children who do face barriers, adults restricting
their internet access is most commmon, while a smaller
group of children experience slow connection or poor
signal where they live.

The most popular online activities among 12-17-year-
olds in Thailand are entertainment or social activities,
primarily watching videos, using social media, and
instant messaging. Educational activities, such as
using the internet for schoolwork or searching for
new information, are also very common.

Perceptions and experiences of risky
online activities

A great majority of internet-using children in Thailand
and their caregivers are highly concerned about
children communicating with someone unknown to
the child on the internet. However, in the Disrupting
Harm household survey of 967 internet users (aged
12-17 years old) and their caregivers, around half of
children did engage with unknown people online
(e.g., adding someone they didn’'t know to their
contact lists or sharing their personal information
with them) in the past year. In the past year, 10% of
children met someone in person that they first got to
know online. Although many of these encounters did
not result in immediate harm and most children said
that they felt positively about them, such interactions
do represent a risk of harm.

The caregivers were also concerned about their
children encountering sexual images or videos
online, and many children agreed that this carried

a level of risk for people their age. In the past year,
24% of children aged 12-17 actively looked for sexual
images or videos online, while 29% said they saw
sexual content online by accident (e.g., in a pop-up,
advertisement, or social media post). Concerns about
children being exposed to sexual images or videos
online were also expressed by social support
workers surveyed.
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Children’s experiences of online sexual
exploitation and abuse

Children were also asked whether they have

been subjected to different forms of online sexual
exploitation and abuse (OCSEA) within the past
year. OCSEA refers to situations that involve digital or
communication technologies at some point during
the continuum of abuse or exploitation. Data from
the Disrupting Harm household survey revealed that
in the past year alone, 9% of children internet-using
children aged 12-17 in Thailand were victims of grave
instances of online sexual exploitation and abuse.
This includes being blackmailed to engage in sexual
activities, someone else sharing their sexual images
without permission, or being coerced to engage in
sexual activities through promises of money or gifts.

Children were subjected to these instances of
sexual exploitation and abuse via online channels,
but also offline, in-person. The most common
mediums where children who experienced OCSEA
were targeted were social media platforms, followed
by online games and in-person interactions; in some
cases, the same form of abuse occurred via digital
technology and in-person. For children who said
their last experiences of sexual exploitation or abuse
involved social media, the four most cited platforms
were Facebook, Twitter, Instagram, and TikTok.

In Thailand, the people initiating OCSEA were

most often known to the child, according to the
household survey. Someone unknown to the child
was involved in about a fifth of instances, although
this varied depending on the type of OCSEA in
question. The review of OCSEA-related cases
investigated by law enforcement in the calendar
years 2017 to 2019 supported this finding; offenders
tended to be part of victims' networks or in regular
close proximity. The survey of 50 social support
workers who had managed OCSEA cases in the past
year also indicated that it was common for offenders
to be individuals in positions of power or authority
over children.

These findings have significant implications since
many prevention efforts focus primarily on the threat

from strangers rather than people known to children.

This should also be a consideration for responses to
support victims, as it could be much more difficult
for children to seek help if they are emotionally and/
or economically dependent on offenders.

Disclosure and reporting of online sexual
exploitation and abuse

The Disrupting Harm household survey revealed
that between 8% and 15% of children who had
experienced different forms of OCSEA in the past
year did not disclose the most recent incident to
anyone. However, most children subjected to OCSEA
did disclose what happened to them, most often

to a female caregiver or to siblings and friends. Very
few children used formal reporting mechanisms like
police, social workers, or helplines.

According to children who did not disclose, the main
barriers were a lack of awareness around where to
go or whom to tell, which suggests that children are
not familiar with the formal reporting mechanisms
available to them or did not feel comfortable to
disclose to their caregivers. In fact, 47% of children
in the household survey said they would not know
where to get help if they or a friend were sexually
assaulted or harassed. Another common barrier for
children was the perception that what happened

to them was not serious enough to report. In the
survey of frontline social support workers, 45 of

50 respondents indicated that stigma from the
community is a main factor influencing the lack of
reporting of OCSEA crimes, and 82% said that low
reporting was due to the caregivers’ low level of
awareness of the risks of OCSEA.

When caregivers of the 12-17-year-olds who
participated in the household survey were asked
what they would do if their child was subjected
to sexual harassment, abuse or exploitation, the
majority of caregivers said they would tell their
spouse (67%) or another family member (36%).
Only 16% of caregivers said they would report to
the police. Among the small group of caregivers
who said they would not do anything if their child
experienced OCSEA, the main justifications were
a belief that nothing would change by reporting
and concerns over negative consequences.

Law enforcement data

The Disrupting Harm study collected qualitative
and quantitative data from law enforcement
authorities and a number of partners to assess the
number of OCSEA offences recorded in the country,
offender and victim behaviour, and crime enablers
and vulnerabilities.
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“ ------------------------------------- : The Iegal Iandscape and justice process
Data from the Disrupting Harm . Interviews with thirteen justice professionals and

six victims of OCSEA and their caregivers who took

household survey revealed . cases to the formal justice system revealed that the
that in the past year alone police and prosecutors have difficulty recognising,

’ : investigating, and prosecuting OCSEA-related
9% of children internet-using . cases. This reflects both a lack of access to training
Children aged 12-17 in Thailand on these issues as well as some legislative gaps. This

might also be influenced by Thailand not having

were ViCtimS of grave instances - a mandated government agency that coordinates

Of online sexual exploitation responses to cases with OCSEA related elements.
d b Based on the in-depth review of OCSEA-related

and abuse. legislation in Thailand, as well as interviews with

,, : government and justice representatives, the
...................................... following issues were found:

Law enforcement data for OCSEA-related cases were  * Neither the Thai Penal Code nor any other

supplied by two units: the Department of Special law explicitly criminalises live-streaming
Investigations (DSI) under the Ministry of Justice of of child sexual abuse, online grooming, or

the Royal Thai Government and the Thailand Internet sexual extortion.

Crimes Against Children task force (TICAC). DSI only « Provisions on extraterritorial jurisdiction included
recorded 37 cases of child sexual exploitation and in the Thai Penal Code do not cover offences
abuse between 2017-2019. Seventeen out of those relating to child sexual abuse material.

37 offences involved technology in some way - 46% . Law enforcement officers struggle to

of cases. TICAC recorded 152 OCSEA-related cases identify and classify OCSEA under the current
between June 2015 and September 2020. Given that legislation especially cases with a human

several other police units work on OCSEA cases, the trafficking element.

figures above may account for only a fraction of the
reported OCSEA-related crimes in the country but
do provide a useful indication of the extent to which
OCSEA-related cases are being observed.

According to the interviews, these legislative
gaps make it challenging for justice professionals
to properly process OCSEA cases. It also makes

it difficult for law enforcement to properly

Reports (known as CyberTips) to the U.S. National record and monitor the number of cases with
Center for Missing and Exploited Children (NCMEC) OCSEA elements. Some OCSEA is charged as
from U.S.-based technology companies concerning human trafficking because that can lead to
suspected child sexual exploitation in Thailand more compensation, treatment, and services
were analysed. Between 2017 and 2019, there being accessible for child victims and to harsher
was a 27% increase in CyberTips for Thailand. sentences for offenders. One promising initiative
Analysis of the types of incidents revealed that relating to legislation, according to one public
the possession, manufacture, and distribution prosecutor interviewed, is a law on OCSEA that
of child sexual abuse materials (CSAM) accounted has been drafted and will be added to the

for almost all of Thailand’s CyberTips between Penal Code if the National Assembly approves
2017 and 2019. It should be noted that this is not it. This amendment was presented to relevant

a fully comprehensive picture because technology stakeholders in a public hearing organised
companies based outside the United States are by the Department of Children and Youth in
not obligated to report to NCMEC. February 2020.
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All children said that the
offenders were arrested and
prosecuted within a short
period of time, and the court
sentenced the offenders in
under a year.

Children and caregivers’ experiences of the
formal justice system

From interviews with the six children who
experienced the formal justice system it is clear
that positive justice practices exist in Thailand. For
example, all children said that the offenders were
arrested and prosecuted within a short period of
time, and the court sentenced the offenders in
under a year. In most cases, children were informed
of the conviction. In addition, all six interviewed
children were supported by a social worker and/or a
lawyer throughout the entire court process. Children
and caregivers said that the support they received
from social workers - particularly counselling and
information about legal procedures - made it easier
to get through the process.

However, the same interviews showed that

there is still room for improvement. For example,
while some children and caregivers were informed
about their rights and told what the justice process
would be like, others were not given the same
information. Some child victims had to recount
their abuse several times or had to confront their
abusers in court - both of which are potentially
re-traumatising experiences for children. In other
cases, the jargon used by lawyers and judges was
complex and not child-friendly, and the process

of seeking compensation was described by children

and caregivers as time-consuming and complicated.

Key insights

The report for Thailand concludes with six key
insights from the research:

1. In the past year alone, 9% of internet-users aged
12-17 in Thailand were victims of grave instances of
online sexual exploitation and abuse. This includes
being blackmailed to engage in sexual activities,
someone else sharing their sexual images without
permission, or being coerced to engage in sexual
activities through promises of money or gifts. Scaled
to the population, this represents an estimated
400,000 children in Thailand who were subjected
to any of these harms in the span of just one year.

2. According to the household survey, offenders of
OCSEA are most often people already known to
the child. These can be friends or acquaintances
of the child (both peers and adults) but also
romantic partners and family members.
Individuals, unknown to the child, accounted
for around one-fifth of cases. These crimes can
happen while children spend time online or in
person but involving technology.

3. Among children who were subjected to
OCSEA through social media, the most common
platforms were Facebook or Facebook Messenger,
Twitter, TikTok, and Instagram.

4. Children who were subjected to OCSEA-related
crimes tend to confide in people within their
interpersonal networks, particularly their mothers.
Caregivers and children are reluctant to turn
to formal reporting mechanisms like hotlines,
helplines, or the police.

5. The law enforcement, justice, and social support
systems lack awareness, capacity, and resources
to respond to cases of OCSEA.

6. Implementation of laws pertaining to OCSEA
in Thailand need to be strengthened. Awareness
generation among stakeholder constituencies
on international instruments and standards
pertaining to OCSEA must be accelerated.

The report ends with a detailed map for action;

to be taken by the government, law enforcement,
justice, and social services sectors and by those
working within them, by communities, teachers,
and caregivers, and by digital platforms and service
providers. These are too detailed to be recounted
in the Executive Summary but can be found on
page 94 of this report.
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DISRUPTING HARM METHODS

As with all the settings in which children live and grow, the online environment
may expose them to risks of sexual exploitation and abuse. Yet, the scarcity

of available evidence makes it difficult to grasp the nature of the harm caused
or to make constructive recommendations on public policies for prevention
and response. Informed by the 2018 WeProtect Global Alliance Global Threat
Assessment? and a desire to understand and deepen the impact of its existing
investments, the Global Partnership to End Violence against Children, through

its Safe Online initiative, decided to invest in research to strengthen the evidence
base - with a particular focus on 13 countries across Southeast Asia and Eastern

and Southern Africa.

The countries of focus in the Southeast Asian region
are Cambodia, Indonesia, Malaysia, the Philippines,
Thailand, and Vietnam. The countries of focus in the
Eastern and Southern Africa region are Ethiopia,

Kenya, Mozambique, Namibia, South Africa, Tanzania,

and Uganda.

Extensive data collection for nine unique research
activities took place in Thailand from early 2020
through to early 2021 and focused on the three-year
period of 2017-2019. During an extensive analysis
phase, the data from all the research activities were
triangulated. Analysis for Thailand was finalised in
August 2021.

Using the same methodology in all 13 countries also
allows for cross-country comparisons, which will be
presented in the two regional reports in the series.
Aside from the mere scope and allowing for cross-
country comparisons, the project is also unique as

it brings together the specific and complementary
expertise of three global networks, ECPAT, INTERPOL
and UNICEF.

The desired outcome of this report is to provide a
baseline and evidence for policy makers in Thailand
to tackle and prevent online child sexual exploitation
and abuse (OCSEA) and strengthen support to
children. In addition, the findings and recommended
actions are expected to have relevance for a broader

global audience. The recommendations made
in the reports are aligned with the WeProtect
Model National Response® and contribute to
the 2030 Agenda for Sustainable Development.*

Summary of methods used by ECPAT
in Thailand

Government duty-bearer interviews

Ten semi-structured interviews were conducted
between March 2020 and July 2020 with a total

of 16 senior national duty-bearers,> whose mandates
include OCSEA. Due to the COVID-19 pandemic,
some interviews were conducted in person, while
others took place virtually. More information on

the methodology can be found here, while the
preliminary report on the data can be found here.
Attributions to data from these respondents have ID
numbers beginning with RA1 throughout the report.®

Analysis of non-law enforcement data and
consultations

A range of non-law enforcement stakeholders
regularly collect data on the nature and scale
of OCSEA. Data for Thailand was obtained from
the ThaiHotline for illegal material, International
Association of Internet Hotlines (INHOPE), the
Internet Watch Foundation, and Child Helpline
International. Qualitative insight was provided
by several global technology platforms. Where

2. WeProtect Global Alliance. (2018). Global Threat Assessment 2018: Working together to end the sexual exploitation of children online.

London: WeProtect Global Alliance.

3. WeProtect Global Alliance. (2016). Preventing and Tackling Child Sexual Exploitation and Abuse: A model national response.

London: WeProtect Global Alliance.

4. United Nations. (n.d.) Sustainable Development Goals. See: Goals 5.2, 8.7 and 16.2.

5. In this instance, duty-bearers are defined as those who hold specific responsibilities for responding to the risks of OCSEA at a national level.
Participants represented: the Department of Juvenile Observation and Protection, Thailand Internet Crimes Against Children (TICAC), Department
of Special Investigation (DSI), The Attorney General, Anti-Trafficking in Persons Division, Ministry of Social Development and Human Security,
Department of Children and Youth, Ministry of Digital Economy and Society, Institute of Child and Adolescent Mental Health and Child Online

Protection Action Thailand.

6. The format RA1-TH-01-A is used for IDs. ‘RAT indicates the research activity and ‘TH’ denotes Thailand. ‘O’ is the participant number and ‘A’

indicates the participant when interviews included more than one person.
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relevant, this information supplements the analysis
contributed by INTERPOL (see below).

Frontline social service providers’ survey

A non-probability convenience sample of 50
client-facing frontline child protection workers in
Thailand - such as outreach youth workers, social
workers, case managers, psychologists, and some
health and legal professionals directly working
with children’s cases - participated in a survey
administered online between February and June
2020. This research activity aimed to explore the
scope and context of OCSEA as it is observed by
those working on the social support frontline to
prevent and respond to this child rights violation.
More information on the methodology can be
found here, while the preliminary report on the
data can be found here. Attributions to data from
these respondents have ID numbers beginning
with RA3 throughout the report.

Access to justice interviews with OCSEA victims
and their caregivers

Six interviews were conducted between January
and September 2020 with children (all girls) aged

between 15 and 18 years and three of their caregivers.

This research activity aimed to provide a better

understanding of how and to what extent victims of
OCSEA can access justice and remedies in Thailand.

The six girls interviewed came from Bangkok,
Ayutthaya, Chiang Mai, and Chiang Rai.

Despite reaching out to 20 organisations, it was very

difficult to secure participants for these interviews.
This might have been influenced by the fact that
OCSEA was only recently captured in Thai law,

and many cases were still in the investigative and
judicial processes (thus excluded from the research
to prevent prejudicing court outcomes). While the
research team identified boy victims of OCSEA

who had been through the legal system, none were

willing to participate in the research. Some feared
that participation in the research would lead to

stigma, stress, or that their responses would not stay

confidential (despite discussions and information
about this in the consent processes).

More information on the methodology for this activity
can be found here, while the preliminary report of
the data can be found here. Attributions to data from
these respondents have ID numbers beginning with
RA4 throughout the report; ‘child’ or ‘caregiver’ is also
included in the ID numbers to indicate the interviews
with children or caregivers.

Access to justice interviews with justice
professionals

Eleven semi-structured interviews with 13 criminal
justice professionals (two of the interviews were
conducted with two organisation representatives)
were conducted between June and August 2020.
The sample included government and non-
government representatives who had experience
with OCSEA criminal cases.” More information on
the methodology can be found here, while the
preliminary report on the data can be found here.
Attributions to data from these respondents have
ID numbers beginning with RA4 throughout the
report. Note that the suffix justice’ is also included
in the ID numbers to indicate the interviews with
justice professionals.

Literature review and legal analysis

A literature review was undertaken to inform the
research teams prior to primary data collection.

A comprehensive analysis of the legislation, policy,
and systems addressing OCSEA in Thailand was
conducted and finalised in June 2020. More
information on the methodology can be found
here, while the full report on the legal analysis
can be found here.

Conversations with OCSEA survivors

Unstructured, one-on-one conversations led by
trauma-informed expert practitioners were arranged
with 33 young survivors of OCSEA in five selected
Disrupting Harm countries (nine girls in Kenya,

five boys and seven girls in Cambodia, seven girls

in Namibia, four girls in Malaysia and one boy in
South Africa). Although not held in all countries,
these conversations are meant to underline
common themes and issues in all 13 Disrupting Harm
countries. A report summarising the project-wide
survivor conversations will be released separately

in late 2021. More information on the methodology
can be found here.

7. The interviewees represented: Lift International, Foundation of Child Understanding (FOCUS), Investigation Unit 4 - Provincial Police Region 5,
the HUG project, Office of the Public Prosecution, SR Law Firm, TLCS Legal Advocate, The Office of Attorney General, Social Equality Promotion
Foundation, the Department of the Trafficking in Persons Litigation, Metropolitan Police Division 1- Crime Prevention and Suppression and the

Royal Thai Police.
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Summary of methods used by INTERPOL
in Thailand

Quantitative case data analysis

Data was sought on cases related to OCSEA from
law enforcement authorities via the INTERPOL
National Central Bureau in each country. Data were
also obtained from the mandated reports from
U.S.-based technology companies to the National
Center for Missing and Exploited Children (NCMEC)
and from several other partners, with a view to
deepening the understanding of relevant offences
committed in the country, offender and victim
behaviour, crime enablers and vulnerabilities. Crime
data was analysed for the three years from 2017 to
2019. Some data shared by TICAC exceeds these
timelines and is noted.

Qualitative capacity assessments

In addition to seeking data on OCSEA-related
cases, INTERPOL requested data on national law
enforcement authorities to respond to this type of
crime and interviewed serving officers. Emphasis
was placed on human resources, access to specialist
equipment and training, investigative procedures,
use of tools for international cooperation, successes,
and challenges. Attributions to data from these
respondents have ID numbers beginning with RA8
throughout the report.

More information on INTERPOL's methodologies
can be found here.

Summary of methods used by UNICEF Office
of Research - Innocenti in Thailand

UNICEF conducted a nationally representative
household survey with 967 internet-using children
in order to understand children’s use of the internet,
the risks and opportunities they face online, and
their specific experiences of OCSEA. The target
population for the survey was children aged 12-17

in Thailand who had used the internet in the

prior three months. Additionally, one caregiver of
each child was interviewed. The interviews were
conducted in person.

To achieve a nationally representative sample,

the survey used random probability sampling

with national coverage. In Thailand, fieldwork
coverage was 98%. Three southern border provinces
(Narathiwat, Yala, and Patanee) were not covered
due to security and safety concerns. Coverage is
defined as the proportion of the total population

that had a chance of being included in the survey
sample - i.e, the fieldwork would cover the area
where they live if sampled.

The sampling followed a four-stage random
probability clustered sample design. This involved
sampling approximately 30% of the provinces in the
country as the first selection stage - before primary
sampling units were sampled. The reason for including
this stage was to yield a sample that was slightly more
clustered, given that the fiel[dwork was based in the
selected provinces only. The sample delivered was
representative of the population and was therefore
comparable to the samples drawn in the other
Disrupting Harm target countries. At the second
stage, 100 primary sampling units were selected.

The primary sampling units list was based on lpsos
Thailand’s Proprietary National Primary Sampling
Units list. At the third stage, interviewers randomly
selected addresses in the field using random walk
procedures and attempted contact at the selected
addresses to screen for members of the survey
population using a screening question developed for
this purpose. At the last stage, individuals (children
and caregivers) were selected within each eligible
household using random methods.

In every household visited, Disrupting Harm
attempted to collect data on the number of
12-17-year-old children in the household, their
gender, and whether they had used the internet in
the past three months. This allowed for an estimation
of the internet penetration rates for all 12-17-year-
old children in Thailand. The fieldwork took place
between 21 November 2020 and 16 April 2021. Data
collection was carried out by lpsos Thailand and
coordinated by Ipsos MORI on behalf of UNICEF
Office of Research - Innocenti. A more detailed
explanation of the methodological approaches and
the specific methods used for the analysis of the
household survey data can be found here.

Ethical Approval

In Thailand, there is no formal government process
or requirement for social research to be ethically
reviewed. Therefore, ECPAT and UNICEF research
components were reviewed and approved by

a specially convened panel of reviewers from the
Institute of Human Rights and Peace Studies at
Mahidol University in Thailand. ECPAT and UNICEF's
protocols were also reviewed and approved by
Health Media Lab (HML) Institutional Review Board.
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DISRUPTING HARM METHODS

INTERPOL assessed the threat and the capacity of National Consultation

law enforcement to counter the threat of OCSEA. In a national consultation that took place on 16 July
Both assessments entailed interviews with law 2021, representatives of Thailand's government, law
enforcement in relevant units dealing with the enforcement, and civil society reviewed, discussed,
crime area and relevant police units and national and commented on the Disrupting Harm findings
agencies that handle police data. INTERPOL did not to ensure that the report and recommended actions
have contact with children or victims. Nevertheless, were relevant for the Thai context.

to ensure proper ethical conduct and research
standards, the INTERPOL team completed an online
course on Responsible Conduct of Research from
the Collaborative Institutional training Initiative

and followed the INTERPOL Code of Conduct.

Figure 1: Disrupting Harm methods in Thailand.
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ABOUT ONLINE CHILD SEXUAL EXPLOITATION AND ABUSE

Child sexual abuse refers to various sexual activities perpetrated against children

(persons under 18 years), regardless of whether or not the children are aware that

what is happening to them is neither normal nor acceptable. It can be committed

by adults or peers and usually involves an individual or group taking advantage of
an imbalance of power. It can be committed without explicit force, with offenders
frequently using authority, power, manipulation, or deception.®

Child sexual exploitation involves the same abusive the role digital technology plays in perpetrating
actions. However, an additional element of a threat sexual violence against children.

or of exchange for something (e.g., money, shelter,
material goods, immaterial things like protection

or a relationship), or even the mere promise of such,
must also be present?®

Any characterisation of OCSEA must recognise
that the boundaries between online and offline
behaviour and actions are increasingly blurred™
and that responses need to consider the whole
spectrum of activities in which digital technologies
may play a part. This characterisation is particularly
(OCSEA) refers to situations involving digital, important to keep in mind as children increasingly
internet and communication technologies at see their online and offline worlds as entwined
some point during the continuum of abuse - and simultaneous.

or exploitation. OCSEA can occur fully online
or through a mix of online and in-person
interactions between offenders and children.

Online child sexual exploitation and abuse

For Disrupting Harm, OCSEA was defined
specifically to include child sexual exploitation
and abuse that involves:

« Production, possession, or sharing of child sexual

Disrupting Harm focuses on how technology can be abuse material (CSAM): Photos, videos, audios or
mis-used to facilitate child sexual exploitation and other recordings, or any other representation of real
abuse. Its use of the term OCSEA does not refer to or digitally generated child sexual abuse or sexual
abuse or exploitation that occurs exclusively online, parts of a child for primarily sexual purposes.”

nor is it the intention of Disrupting Harm to create . Live-streaming of child sexual abuse: Child

an artificial divide between online and offline child sexual abuse that is perpetrated and viewed

sexual exploitation and abuse. Children can be abused simultaneously in real-time via communication

or exploited while they spend time in the digital tools, video conferencing tools, and/or chat
environment, but equally, offenders can use digital applications. In most cases, the offender requesting
technology to facilitate their actions, e.g., to document the abuse in exchange for payment or other

and share images of in -person abuse and exploitation material benefits is physically in a different location
or to groom children to meet them in person. from the child(ren) and the facilitators of the abuse.
Disrupting Harm also focuses on how technology + Online grooming of children for sexual purposes:
facilitates child sexual exploitation and abuse Engagement with a child via technology with the
and contributes evidence needed to understand intent of sexually abusing or exploiting the child.

8. Interagency Working Group on Sexual Exploitation of Children. (2016). Terminology Guidelines for the Protection of Children from Sexual
Exploitation and Sexual Abuse. Bangkok: ECPAT International. 18.

9. Interagency Working Group on Sexual Exploitation of Children. (2016). Terminology Guidelines for the Protection of Children from Sexual
Exploitation and Sexual Abuse. Bangkok: ECPAT International. 24.

10. May-Chahal, C., & Palmer, C. (2018). Rapid Evidence Assessment: Characteristics and vulnerabilities of victims of online-facilitated child sexual
abuse and exploitation. Independent Inquiry into Child Sexual Abuse. UK: Lancaster University.

11. Stoilova, M., Livingstone, S., Khazbak, R. (2021). Investigating Risks and Opportunities for Children in a Digital World: A rapid review of the
evidence on children’s internet use and outcomes. Innocenti Discussion Papers no. 2021-01, Florence: UNICEF Office of Research - Innocenti.

12. Interagency Working Group on Sexual Exploitation of Children. (2016). Terminology Guidelines for the Protection of Children from Sexual
Exploitation and Sexual Abuse. Bangkok: ECPAT International. 40.
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Figure 2: Framing the
main forms of online
child sexual exploitation
and abuse explored

by Disrupting Harm.

Sexual exploitation

and abuse
(physical contact)

Live-streaming

Internet or
communication
technology involved

Child sexual
abuse material

Grooming / coercion

While international legal instruments®™ criminalising
grooming indicate that this must take place with
intent to meet the child in person, it has become
increasingly commmon for offenders to sexually abuse
children by, for example, manipulating them into
self-generating and sharing CSAM through digital
technologies, without necessarily having the intention
of meeting them and abusing them in person.

The Disrupting Harm reports also address other
phenomena that contribute to understanding the
contexts and socio-cultural environments in which
OCSEA occurs.

The sharing of self-generated sexual content involving
children™ can lead to or be part of OCSEA, even if this
content is initially produced and shared voluntarily
between peers, as it can be passed on without
permission or obtained through deception or coercion.

Sexual extortion of children® refers to the use

of blackmail or threats to extract sexual content or
other benefits (e.g., money) from the child, often
using sexual content of the child that has previously
been obtained as leverage.

Sexual harassment of a child® and unwanted
exposure of a child to sexual content" are other
phenomena which can represent or enable OCSEA.
For example, offenders can deliberately expose
children to sexual content as part of grooming to
desensitise them to sexual acts. However, for the
purposes of evidence-based policy and programme
development, it is important to acknowledge that
there are differences between voluntary viewing of
sexual content by children and viewing that is forced
or coerced. The former is not included in the definition
of OCSEA used in the Disrupting Harm study.

13. The only two legally binding international instruments containing an obligation to criminalise the grooming of children for sexual purposes
are: Council of Europe. (2007). Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse. Council of Europe

Treaty Series - No. 201. Article 23; and European Parliament and Council. (2011). Directive 2011/92/EU on combating the sexual abuse and sexual

exploitation of children and child pornography and replacing Council Framework Decision 2004/68/JHA. Article 6.

14.Cooper, K., Quayle, E., Jonsson, L. & Svedin, C.C. (2016). Adolescents and Self-Taken Sexual Images: A review of the literature. Computers in Human

Behaviour, 55. 706-716.

15. Interagency Working Group on Sexual Exploitation of Children. (2016). Terminology Guidelines for the Protection of Children from Sexual

Exploitation and Sexual Abuse. Bangkok: ECPAT International. 52.

16. Interagency Working Group on Sexual Exploitation of Children. (2016). Terminology Guidelines for the Protection of Children from Sexual

Exploitation and Sexual Abuse. Bangkok: ECPAT International. 21.

17. Interagency Working Group on Sexual Exploitation of Children. (2016). Terminology Guidelines for the Protection of Children from Sexual

Exploitation and Sexual Abuse. Bangkok: ECPAT International. 44.
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ABOUT THAILAND — DEMOGRAPHICS AND INTERNET USAGE

Despite increasing connectivity around the

world, few countries regularly update their formal
internet use statistics or disaggregate them for
their child populations. This presents a challenge
in understanding how young people’s lives are
impacted by digital technologies, particularly in
low- and middle-income countries. The infographic
below summarises the latest available data on
internet access and social media use in Thailand;
some of this data was gathered directly through
the Disrupting Harm nationally representative
household survey of internet-using 12-17-year-olds.

The data presented here provide an important
backdrop for understanding the various facets of
children’s internet use. However, methodological
limitations affecting data quality for some
secondary sources should be kept in mind.
Relying on purposive or other non-probability
sampling techniques means that the data cannot
be considered representative of the population

in question. In other cases, variations in data
collection methods and definitions of internet use
pose a challenge for cross-country comparisons.

POPULATION TOTAL 2019

Country data:

66,058,335"

Country data:

MEDIAN AGE 2020”‘

40.1

Estimate

33,393,835

GDP PER CAPITA 2019 (USS$)

$7,806.7°

FEMALE POPULATION 2019

URBAN POPULATION
2018: 49.9%"

2030 prospective: 58.49%%

18. Ministry of Digital Economy and Society, National Statistical Office. (2020). Statistical Yearbook Thailand 2020.
19. Ministry of Digital Economy and Society, National Statistical Office. (2020). Statistical Yearbook Thailand 2020.
20. Ministry of Digital Economy and Society, National Statistical Office. (2020). Statistical Yearbook Thailand 2020.
21.UNICEF. (2019). The State of the World’s Children 2019. Children, Food and Nutrition: Growing well in a changing world.

22. United Nations Population Division. (2018). World Population Prospects 2019 File 1: Population of Urban and Rural Areas at Mid-Year (thousands)

and Percentage Urban, 2018.

23.United Nations Population Division. (2019). World Population Prospects 2019.
24. United Nations Population Division. (2019). World Population Prospects 2019 File POP/5: Median age by region, subregion and country, 1950-

2100 (years).
25. The World Bank. (n.d.). GDP per capita (current US$) - Thailand.
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ABOUT THAILAND — DEMOGRAPHICS AND INTERNET USAGE

POVERTY RATES
2018: 9.9%"

LANGUAGE

THAI

THE OFFICIAL LANGUAGE
OF THAILAND IS THAL”

Source: Disrupting Harm data

Total
I 94%
12-13 Years
I 88%

16-17 Years

Girls
I 95%
Boys

I 93Y%
Rural

I 92%
Urban
I 96

n =1334 households.

RN

INTERNET PENETRATION RATE
2020: 78%"

INTERN ET USE Source: Disrupting Harm data
AMONG CAREGIVERS O
OF INTERNET-USING O

94%

n = 967 caregivers of internet-using children.

MOST POPULAR DEVICE
T0 ACCESS THE INTERNET
AMONG 12-17-YEAR-OLDS*

Source: Disrupting Harm data

Mobile

&

Tablet

96%

n = 967 internet-using children. *Multiple choice question

26. World Bank. (n.d.). Poverty & Equity Data Portal.

27.Ministry of Digital Economy and Society, National Statistical Office. (2020). Statistical Yearbook Thailand 2020.
28. International Telecommunications Union. (2020). Country ICT data: Percentage of Individuals Using the Internet.
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http://povertydata.worldbank.org/poverty/home
https://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2021/July/PercentIndividualsUsingInternet.xlsx
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MOST POPULAR PLACE TO ACCESS THE INTERNET AMONG 12-17-YEAR-OLDS*

Internet Other School
café
58% 14% 85%

n =967 internet-using children.  *Multiple choice question

Source: Disrupting Harm data

FREQUENCY OF INTERNET USE AMONG 12-17-YEAR-OLDS

Source: Disrupting Harm data

At least weekly 0.9%
Once a day or more

At least monthly 0.3%
Prefer nottosay 0.1% ——@ l 9 %

Base: Internet-using children aged 12-17 in Thailand from the Disrupting Harm study. n = 967 internet-using children.

FREQUENCY OF INTERNET USE AMONG Soures BRpinsTem dake
CAREGIVERS OF INTERNET-USING CHILDREN

Never

Less than once a month 1%

At least once a day

At least monthly 1%

At least weekly

n = 967 caregivers of internet-using children.
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ABOUT THAILAND — DEMOGRAPHICS AND INTERNET USAGE

MARKET SHARES IN
MOBILE SUBSCRIPTIONS
(AS OF THE THIRD QUARTER OF 2019]

Advanced
Info Service (AIS)

44%

Norwegian
controlled
DTAC

21.6%"

Source: Disrupting Harm data

CHILDREN WHO USE SOCIAL MEDIA
ON A WEEKLY BASIS

82% 6%

n = 967 internet-using children.

CHILDREN WHO USE INSTANT
MESSAGING APPS ON A WEEKLY BASIS

Source: Disrupting Harm data

n = 967 internet-using children.

ICT DEVELOPMENT INDEX : GLOBAL CYBERSECURITY
RANKING (ITU) 2017 IN[lEX RANKING 2018"

I 113" PI 350175
10/34° :
{18178

Asia-Pacific
General ranking
Asia-Pacific

World

29. Office of the National Broadcasting and Telecommunications Commission. (2019). Report of Telecommunication Market Q4/2019.
30. International Telecommunication Union. (2017). ICT Development Index 2017.

31. The Global Cybersecurity Index measures the commitment of countries to cybersecurity based on the implementation of legal
instruments and the level of technical and organisational measures taken to reinforce international cooperation and cybersecurity.
32.International Telecommunication Union. (2019). Global Cybersecurity Index (GClI) 2018.
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http://www.nbtc.go.th/Business/commu/telecom/informatiton/research/%E0%B8%A3%E0%B8%B2%E0%B8%A2%E0%B8%87%E0%B8%B2%E0%B8%99%E0%B8%AA%E0%B8%A0%E0%B8%B2%E0%B8%9E%E0%B8%95%E0%B8%A5%E0%B8%B2%E0%B8%94%E0%B9%82%E0%B8%97%E0%B8%A3%E0%B8%84%E0%B8%A1%E0%B8%99%E0%B8%B2%E0%B8%84%E0%B8%A1/markettelecom62/39516-(1).aspx
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf

Overview of legislation and policy

In Thailand, the main legislation addressing
offences relating to OCSEA is the Thai Penal
Code (1956),% although it does so in a limited
manner. In addition, a few relevant provisions
are included in the Child Protection Act (2003),3*
the Anti-Trafficking in Persons Act (2008),%°

and the Computer-Related Crime Act (2007).36

The Thai Penal Code provides a quite
comprehensive definition of CSAM%7

and criminalises certain acts associated with it.*®

It also criminalises obscene material in general;*
some provisions that are applicable to pornographic
material in general may also apply to CSAM.

The Child Protection Act criminalises the acts
of forcing, threatening, inducing, instigating,
encouraging, or allowing a child to perform

or act in a pornographic manner, irrespective
of the intention behind these acts.*° However,
the Child Protection Act does not explicitly
indicate whether this conduct could refer to
“‘performances” shared online or live-streamed.

Under the Anti-Trafficking in Persons Act,
“exploitation” relates to seeking benefits from the
production or distribution of pornographic material.#

The Computer-Related Crime Act criminalises
the download of any data of pornographic nature
to a computer system that is publicly accessible*?
but does not define what constitutes data of

a pornographic nature.

Presently, neither the Thai Penal Code nor any
other law, explicitly criminalise live-streaming of
child sexual abuse, online grooming, and sexual
extortion. A public prosecutor from Thailand'’s
Attorney General Office said that a “Substantive
law on OCSEA has been drafted and [will be]
added to the Penal Code if the legislative
assembly approves it. The draft law includes
cyberbullying, cyberstalking, grooming, sextortion
and cybersexting.” In July 2021
the approval process of the draft bill was at an
early stage.

In terms of the applicability of the provisions
criminalising conduct related to OCSEA, the
current provisions on extraterritorial jurisdiction
included in the Thai Penal Code* do not cover
offences relating to CSAM.

Thailand has a national policy already in

effect - The National Strategy on Promotion and
Protection of Children and Youth in Using Online
Media (2017-2021)** - which recognises dangers
that children and youth face in using online media
and therefore introduces a broad concept of ‘Child
Online Protection’ as part of the strategy. While
OCSEA is not explicitly mentioned and defined,
measures in the strategy include strengthening
helplines and hotlines, improving international
cooperation mechanisms (e.g., establishing a
national database that can be connected to the
database of INTERPOL), and mandates in law

the roles and responsibilities of Internet service
providers among others.

33.Government of Thailand. (1956). Thai Penal Code, 1956 (as amended by the Amendment to the Criminal Law No. 24 of 2015).
34, Government of Thailand. (2003). Child Protection Act of 2003.

35. Government of Thailand. (2008). Anti-Trafficking in Persons Act of 2008.

36. Government of Thailand. (2007). Computer-Related Crime Act of 2007.
37. Government of Thailand. (1956). Thai Penal Code, 1956 (as amended by the Amendment to the Criminal Law No. 24 of 2015), Section 1(17).

38.Government of Thailand. (1956). Thai Penal Code, 1956 (as amended by the Amendment to the Criminal Law No. 24 of 2015), Section 287/1 and 2.

39. Government of Thailand. (1956). Thai Penal Code, 1956 (as amended by the Amendment to the Criminal Law No. 24 of 2015), Section 287.
40.Government of Thailand. (2003). Child Protection Act of 2003, Section 26(9).

41. Government of Thailand. (2008). Anti-Trafficking in Persons Act of 2008, Section 4.

42. Government of Thailand. (2007). Computer-Related Crime Act of 2007, Section 14(4).

43, Government of Thailand. (1956). Thai Penal Code, 1956 (as amended by the Amendment to the Criminal Law No. 24 of 2015), Section 8(a) and

(b). According to Section 8(3) of the Thai Penal Code, only sexual offences under Sections 276, 286 and 285 of the Thai Penal Code are covered by

extraterritoriality provisions.
44, Department of Children and Youth. (2017). The National Strategy on Promotion and Protection of Children and Youth in Using Online Media
(2017-2021)
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1.1 INTERNET ACCESS AND BARRIERS

Almost all children in Thailand aged 12-17 are The household survey also revealed that among
internet users (94%), which means they have used caregivers of internet-using children, only 6% have
the internet in the past three months, according to never gone online. Much like their children, a vast
sampling data from the Disrupting Harm household majority of these caregivers go online frequently;
survey.*4 There were no observable digital divides 86% said they use the internet at least once a day
by gender or by the level of urbanity (see internet use  (see Figure 3). However, there is a clear digital divide
in Thailand infographic). Among the internet-using between younger and older caregivers; caregivers
children, almost all go online daily (99%). Internet younger than 29 years were twice as likely as those
access and frequency of internet use did not differ aged 50 and above to go online once a day or more.

greatly by children’s age, gender, or urbanity.

Figure 3: Frequency of caregivers’ internet use (%).

Total [N 86

<29
30-39
40-49

50+

Men

Women

0% 20% 40% 60% 80% 100%

M Never M Lessthanonceamonth [ Atleast monthly I Atleast weekly M Once aday or more

Base: Caregivers of internet-using children aged 12-17 in Thailand. n = 967.

45. While conducting the random walk to identify eligible children to partake in the main survey, we also collected data from every household
visited about the number of 12-17-year-old children living there, their gender, age, and whether they had used the internet in the past three
months. This allowed for an estimation of internet penetration rates for all 12-17-year-old children in Thailand. n = 1,334 households.

46. The question used to determine whether a child was an internet user: Has [PERSON] used the internet in the last three months? This could
include using a mobile phone, tablet or computer to send or receive messages, use apps like Facebook, WhatsApp, or Instagram, send emails,
browse, chat with friends and family, upload or download files, or anything else that you usually do on the internet.

Disrupting Harm in Thailand - Evidence on online child sexual exploitation and abuse 23



24

1.1 INTERNET ACCESS AND BARRIERS

Figure 4: Barriers to access for internet-using children by age.
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